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CONSUL/RACF samples

Unloading the database

Unloading the database

CNRACF 1.1.b 02/15/91 22.26 CON S U L / R A C FDA TAB A S E UTI LIT Y 24 Feb 1991 23:34
page 1

(C) COPYRIGHT 1989, 1991, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP,
THE NETHERLANDS

CNR017I 00 Processing started for SYSRACOI SHRIOI SYSl.RACF.PRIMl
CNR017I 00 Processing started for SYSRAC02 SHRI01 SYSl.RACF.PRIM2

at 24 Feb 1991 23:34 running RACF 1.8.1
Non-restructured database format

CNR033I 00 SYS1.RACF.PRIM1 has 28535 segments in use, 79345 segments free (26% used)
Index uses 4%. Space beyond 44% never used.

CNR033I 00 SYSl.RACF.PRIM2 has 107335 segments in use, 110281 segments free (49% used)
Index uses 13%. Free space completely fragmented.

eNRaOOI 00 Maximum profile length is 33978 bytes for GROUP SYSl

CNR005I 00 110428 profiles read, 110428 profiles selected (100%)

Fig 1. Sample UNLOAD output

© copyright 1991, Consul Risk Management B.V. 1



Removing a user

Removing a user

CONSUL/RACF samples

CNRACFl. 1 • a 01/ 0 6/91 23. 4a CON S U L / RAe FDA TAB A S E UTI LIT 'f 1 4 Jan 1 991 13: 1 9 page 1
(C) COPYRIGHT 1989. 1990. HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V •• VEENWEG 112. 2631 RB NOOTDORP. THE NETHERLANDS

SYSIN: REMOVE USER=SYSPAVB

CNROO4I 00 Processing started for SYSUT1
Unloaded by program CNRACF 1.1.a 01/06/9123.40 )ob EUSRSCHA at 13 Jan 199111:44
Source dat a.set 1 was SP RG1 9 S'f51. M9 002 • ICH • PRI MARY
Non-restructured database format

CNR0051 00 5990 profiles read. 5990 profiles selected (100')
CNR081I 00 Nurmer of detail error messages i9 S1

- make SYS1

SYSPAVB. •
SYSPAVB. CCWAN\U. 
SYSPAVB. MICSDOC. 
SYSPAVB. PRIVATE;.
SCNF. -
$SUBMITBY. U .AVBC001. EUSR·
IOCNF-
IOCNF156

M E S SAG E S REM 0 V E PER MIT 13 Jan 1991 11: 44
Ie) COPYRIGHT 1989, 1990. HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V•• VEENWEG 112. 2631 RB NOOTDORP.

CNR0681 00 Removing id - SYSPAVB referenced 65 times
CNR2481 04 Removing qualif SYSPAVB of generic data.set profile
CNR2481 04 Removing qualH SYSPAVB of generic dataset profile
CNR2481 04 Removing qualif SYSPAVB of generic dataset profile
CNR2481 04 Removing qual1f SYSPAVB of gener1c dataset profile
CNR2631 04 Removing notify SYSPAVB general resource profile FACILITY
CNR263I 04 Removing notify SYSPAVB general resource profile FACILITY
CNR0631 04 Removing owner SYSPAVB general resource profile PROGRAM
CNR0631 04 Removing owner SYSPAVB general resource profile PROGRAM
CNR061I 04 Removing owner SYSPAVB on group SYSPAVBl
CNR063I 04 Removing owner SYSPAVB general resource profile FACILITY $CNF.
CNR063I 04 Removing owner SYSPAVB general resource profile FACILITY $SUBMITBY. U .AVBC0012.-
CNR0631 04 Removing owner SYSPAVB general resource profile FACILITY $SUBMITBY. U. AVBCOOI. EUSR*
CNR060I 04 Removing owner SYSPAVB on user SYSPROX - make SYSI
CNR064I 04 Removing permlt SYSPAVB general resource profile PROGRAM IOCNF-
CNR064I 04 Removing permit SYSPAVB general resource profile PROGRAM IOCNFl56
CNR064I 04 Removing perm.lt SYSPAVB general resource profile TSOAUTH ACCT
CNR0641 04 Removing permit SYSPAVB general resource profile TSOAUTH JCL
CNR064I 04 Removing perm.lt SYSPAVB general resource profile TSOAUTH MOUNT
CNR0641 04 Removing perm.lt: SYSPAVB general resource profile TSOAUTH OPER
CNR0641 04 Removing permit SYSPAVB general .resource profile TSOAUTH RECOVER
CNR0641 04 Remov1ng permit SYSPAVB general resource profile TSOPROC TSOPROC1
CNR0641 04 Removing permit SYSPAVB general resource profile TSOPROC TSOSM1
CNR064I 04 Removing permit SYSPAVB general resource profile TSOPROC TSOTESTl
CNRO 5 0I 04 Remov i nq pe rml t SYS PAVB in acces s list generic dat aset EUSRSCH. RACFTEST . WARN. *
CNR064I 04 Remov1ng permit SYSPAVB general resource profile ACCTNUM ..
CNR0641 04 Removing permit SYSPAVB general resource profile FACILITY SCNF.-

page

- delete profile
- delete orofile
- delete prof lle
- delete prattle

2

M E S SAG E S (R E ) M 0 V E USE R / G R 0 U P 13 Jan 1991 11: 44 page
IC) COPYRIGHT 1989. 1990. HANS SCHOONE AND CONSUL RISK MANAGEMENT B. V .• VEENWEG 112. 2631 RB NOOTDORP. THE NETHERLANDS

CNR281I 00 Removing user SYSPAVB from SYSPAVB1 as requested
CNR281I 00 Remov1ng user SYSPAVB from SYSAPPL as reque.sted.
CNR281I 00 Removing user SYSPAVB from SYSBASE as requested
CNR281I 00 Removing user SYSPAVB from SYSBUDG as requested
CNR281I 00 Removing user SYSPAVB from SYSDASD as requested
CNR281I 00 Removing user SYSPAVB from SYSDB as requested
CNR281I 00 Removing user SYSPAVB from SYSOPR as requested
CNR281I 00 Removing user SYSPAVB from SYSTAPE as requested
CNR281I 00 RemoVing user SYSPAVB from SYSUSER as requested
CNR2831 00 Deleting usend SYSPAVB group SYSP as requested
CNR039I 00 CNRACF used 3.:l CPU seconds and took 5 wall clock seconds

Fig 2. Sample REMOVE USER= output

© copyright 1991, Consul Risk Management 8. V.



CONSUL/RACF samples

Commands generated

/* Commands generated by REMOVE PERMIT *1
dd 'SYSPAVB.*' generic
dd 'SYSPAVB.CCWAN\%%.*' generic
dd 'SYSPAVB.MICSDOC.*' generic
dd 'SYSPAV8.PRIVATE.*' generic
ralt FACILITY SCNF.* nonotify
ralt FACILITY $SUBMITBY.U.AV8C001.EUSR* nonotify
ralt PROGRAM IOCNF* owner(SYSl )
ralt PROGRAM IOCNF156 owner(SYSl
alg SYSPAVBl owner(SYSl )
ralt FACILITY $CNF.* owner(SYSl )
ralt FACILITY $SUBMITBY.U.AVBC0012.* owner(SYSl
ralt FACILITY SSUBMITBY.U.AVBC001.EUSR* owner(SYSl
alu SYSPROX owner (SYSI )
pe IOCNF* cl(PROGRAM ) delete id(SYSPAVB )
pe IOCNF156 cl(PROGRAM } delete id(SYSPAVB
pe AceT cl(TSOAUTH ) delete id(SYSPAVB )
pe JeL cl(TSOAUTH ) delete id(SYSPAVB )
pe MOUNT cl(TSOAUTH ) delete id(SYSPAV8 )
pe OPER cl(TSOAUTH ) delete id(SYSPAVB )
pe RECOVER cl(TSOAUTH } delete id(SYSPAVB )
pe TSOPROCI cl(TSOPROC } delete id(SYSPAVB )
pe T50SMl cl(TSOPROC ) delete id(SYSPAVB )
pe T50T£ST1 cl(TSOPROC } delete id(SYSPAVB )
pe 'EUSRSCH.RACFTEST.WARN.*' generic delete id(SYSPAVB
pe * cl(ACCTNUM ) delete id(SYSPAVB )
pe SCNF.* cl(FACILITY) delete id(SYSPAVB )
1* Commands generated by (RE)MOVE USER/GROUP */

remove SYSPAVB group (SYSPAVBl)
remove SYSPAVB group(SYSAPPL)
remove SYSPAVB group(SYSBASE)
remove SYSPAVB group(SYSBUDG)
remove SYSPAVB group(SYSDASD)
remove SYSPAVB group(SYSDB )
remove SYSPAVB group(SYSOPR )
remove SYSPAVB group(SYSTAPE)
remove SYSPAVB group(SYSUSER)
deluser SYSPAVB 1* dfltgrp=SYSP *1

Fig 3. Sample REMOVE USER= output on CMDOUT

© copyright 1991, Consul Risk Management B.V.
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Finding and removing orphan permits CONSUL/RACF samples

Finding and removing orphan permits

CNRACF o. a .3 01/31/90 14.47 CON S U L / RAe FDA TAB A S E UTI LIT Y 3 Feb 1990 17: 25
(C) COPYRIGHT 1989, 1990, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP

SYSIN: print pagelen-60
SYSIN: VERIFY PERMIT

CNR004I 00 processing started for SYSUT1
Unloaded by program CNRACF 0.0.3 01/31/90 14.47 job
Source dataset 1 was SHR101 SYS2.RACF.PRIM1
Source dataset 2 was SHR101 SYS2.RACF.PRIM2

at 3 Feb 1990 17:23

CNR0051
CNR068I
CNR068I
CNR046I
CNR046I
CNR046I
CNR046I
CNR0461
CNR0461
CNR0461

00 115029 profiles
04 Undeflned id 
04 Undefined id 
04 Undefined permit
04 Undefined permit
04 Undefined permit
04 Undefined permit
04 Undefined permit
04 Undefined permit
04 Undefined permit

read, 115029 profiles selected (100%)
@GD477 referenced 1 times as owner
@GD588 referenced 6 times as owner
@G0588 in access list of non-VSAM GDFI01
@G0588 in access list of non-VSAM GDFIOI
@GD588 in access list of non-VSAM GDFI01
@GD588 in access list of non-VSAM GDF101
@GD588 in access list of non-VSAM GDF101
@GD477 in access list of non-VSAM GDFIOI
@G0588 in access list of non-VSAM PROSOI

or permit
or permit
DMSOS.DMSBACKP.D90006.THMOSIO.TSS3945
DMSOS.DMSBACKP.D90013.THM0316.TSS2335
DMSOS.DMS8ACKP.D90020.THM0416.TSS0206
DMSOS.DMSBACKP.D90027.THM0238.TSS1131
DMSOS.DMSBACKP.D90034.THM0704.TSS3342
DMSOS.DMSlMARC.D89272.THM1843.TSS3914
SYS4.?SBCICE

4

Fig 4. Sample VERIFY PERMIT output

© copyright 1991 , Consul Risk Management B.V.



CONSUL/RACF samples Checking for program existence

Checking for program existence

CNRACF OeOeO 09/27/89 12.21 CON S U L 1 R A C FDA T A 8 A S E UTI LIT Y
(C) COPYRIGHT 1989, HANS SCHOONE AND CONSUL RISK MANAGEMENT BeV., VEENWEG 112, 2631 RB NOOTDORP

SYSIN: VERIFY PROGRAM

CNR0041 00 Processing started for SYSUTI

CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR0441 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR0441 04 Dataset not found for program
CNR0441 04 Dataset not found for program
CNR0441 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR0441 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR0441 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR0441 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program
CNR044I 04 Dataset not found for program

* - DCM201 DCOM.CBLIBIZ
@IUTXPRT - DCM201 DCOMeCBLIBtZ
D8UTLTY - DCM201 DCOMeCBLIBfZ
IDBATCH - DCM201 DCOMeCBLI8fZ
SCPSUTIL - DCM201 DCOM.CBLIBtZ
IEBGENER - EMVOOI SYS1.LINKLIST.SSM3002
* - FMVSOl SYSl.LINKLIB
05IOST - FMVSOl SYSl.LINKLIB
ICHDSMOO - FMVS01 SYSleLINKLIB
ICHUTIOO - FMVSOI SYSleLINKLIB
ICHUT200 - FMVSOI SYSl.LINKLIB
ICHUT300 - FMVSOl SYSl.LINKLIB
ICHUT400 - FMVSOI SYSl.LINKLIB
IDCBDOI - FMVSOI SYSl.LINKLIB
IDCLAOI - FMVSOI SYSl.LINKLIB
IDCSCOI - FMVSOI SYSleLINKLIB
IEBGENER - FMVSOI SYSleLINKLIB
LOOKLOG - FMVSOI SYSl eLINKLISTeSLU0660
ADSAR003 - FMVS01 SYSl eLINKLISTeSSL7500
* - FMVSOI SYS1.LINKLISTeSSM3100
ZE01SJBN - FMVSOI SYSleLINKLIST eZSE3822
IEBGENER - FMVOOI SYSl.LINKLISTeSSM3002
* - GDFI01 SYS2eDMSLINK
ADSAR003 - GDFIOI SYS2eDMSLINK
ADSMI002 - GDFIOI SYS2eDMSLINK
* - SHRIOI SYSl.LINKLISTe~OSMP.DMS77LNK

ADSAR003 - SHRI01 SYSleLINKLISTeNOSMP.~MS77LNK

ADSMI002 - SHRIOI SYSleLINKLIST.NOSMP.DMS77LNK
* - SPGOOl TZeW207.ROSLINK

CNR0051 00 34873 profiles read, 34873 profiles selected (100%)

Fig 5. Sample VERIFY PROGRAM output

© copyright 1991, Consul Risk Management 8. V. 5



Removing unused discrete profiles CONSUL/RACF samples

Removing unused discrete profiles

CNRACF 0.0.1 09/27/89 12.21 CON S U L / R A C FDA TAB A S E UTI LIT Y
(C) COPYRIGHT 1989, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP

SYSIN: VERIFY ONVOLUME

CNR004I 00 Processing started for SYSUT1
CNR093I 04 EMVS01 has 1 discrete profile(s) for non-RACF indicated datasets
CNR0941 04 EMVSOl has 1 discrete profile(s) without dataset on the volume
CNR0951 04 EPGXX1 has 2 discrete profile(s) but volume not mounted
CNR094I 04 EXNOOI has 2 discrete profile(s) without dataset on the volume
CNR0931 04 FMC001 has 4 discrete profile(s) for non-RACF indicated datasets
CNR094I 04 FMCOOI has 6 discrete profile(s) without dataset on the volume
CNR090I 04 FMVS01 message limit exceeded - 82 detail message(s) suppressed
CNR0951 04 FMVSOI has 132 discrete profile(s) but volume not mounted
CNR090I 04 PROOOa message limit exceeded - 41 detail message(s} suppressed
CNR095I 04 PRO008 has 91 discrete profile(s) but volume not mounted
CNR094I 04 WORK01 has 3 discrete profile(s) without dataset on the volume
CNR0411 04 Discrete profile found but RACF indicator not set EMVSOl SMPE.EMVS01.SMPTLOG
CNR0411 04 Discrete profile found but RACF indicator not set FMCOOI SMF1.SMFDUMPF.GOOOIVOO
CNR0411 04 Discrete profile found but RACF indicator not set FMCOOI SMF1.SMFOUMPF.G0002VOO
CNR0411 04 Discrete profile found but RACF indicator not set FMC001 SMF1.SMFDUMPF.G0003VOO
CNR0411 04 Discrete profile found but RACF indicator not set FMCOOI SMF1.SMFDUMPF.G0004VQO
CNR0421 04 Discrete profile present but no dataset on volume EMVSOl SMPE.EMVSOl.SMPTLOG
CNR042I 04 Discrete profile present but no dataset on volume EXNOOI EEB.CQ10.VERKIEZA.TK890WD1
CNR042I 04 Discrete profile present but no dataset on volume EXN001 TR.F013.RF154KNV.GD830812
CNR0421 04 Discrete profile present but no dataset on volume WORKOI SGDMSA.MSA701.PRTGLN13
CNR042I 04 Discrete profile present but no dataset on volume WORKOI SGOMSA.MSA701.PRTGLN14
CNR042I 04 Discrete profile present but no dataset on volume WORROl SGDMSA.MSA701.TOPTION2
CNR043I 04 Discrete profile present but volume not mounted EPGXXI SYS2.LOGRECiE.TRENDSDS.G0285VQO
CNR043I 04 Discrete profile present but volume not mounted EPGXX1 SYS2.LOGREC'E.TRENDSDS.G0289VOO
CNR043I 04 Discrete profile present but volume not mounted FMVS01 SMPE.FMVS01.SMPTLOG
CNR0431 04 Discrete profile present but volume not mounted FMVS01 SYS1.ADFMACI
CNR0431 04 Discrete profile present but volume not mounted FMVSOI SYSl.BLGFMT
CNR043I 04 Discrete profile present but volume not mounted FMVSOI SYSl.BLGPNLS
CNR043I 04 Discrete profile present but volume not mounted FMVSOl SYS1.BNJPNLl
CNR0431 04 Discrete profile present but volume not mounted FMVSOI SYS1.BNJPNL2
CNR043I 04 Discrete profile present but volume not mounted FMVSOI SYS1.BNJSRC1
CNR043I 04 Discrete profile present but volume not mounted FMVSOl SYS1.BRODCAST
CNR043I 04 Discrete profile present but volume not mounted PROOOa SEBGSB.ISE103.CM760E01.G0025VOO
CNR0431 04 Discrete profile present but volume not mounted PRD008 SEBGSB.ISEI03.CM760EOl.G0026VOO
CNR0431 04 Discrete profile present but volume not mounted PROOOa SEBGSB.ISEI03.CM760EOl.GQ027VQO

CNR0051 00 34873 profiles read, 34873 profiles selected (100%)

Fig 6. Sample VERIFY ONVOLUME output

6 © copyright 1991, Consul Risk Management B.V.



CONSUL/RACF samples Finding specific profile field contents

Finding specific profile field contents

CNRACF 0.0.6 04/22/90 19.14 CON S U L / RAe FDA TAB A S E UTI LIT Y 22 Apr 1990
(C) COPYRIGHT 1989, 1990, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP,

SYSIN: SELECT CLASS~DATASET, UNIVACS>-UPDATE
SYSIN: LIST CLASS, KEY, UNIVACS

eNR01?I 00 Processing started for SYSRAC01 SPRG15 HRF1802.YOO.PRIMARY
at 22 Apr 1990 23:02 running RACF 1.8~1

DATASET SYS1.BRODCAST
DATASET SYS1.DIRACC
DATASET EUSRROB.LOGREC
DATASET CAT1.USER*
DATASET SYS2.TPREG.*
DATASET SYS2.ICES.STV4MO.DD2
DATASET SYS2.BD0211
DATASET SYS2.PROCESS.*
DATASET SYS2.MARCK2.*

UPDATE
UPDATE
UPDATE
UPDATE
CONTROL
UPDATE
UPDATE
UPDATE
UPDATE

CNR033I 00 HRF1802.YOO.PRIMARY has 6462 segments in use, 123742 segments free (4% used)
Index uses 0\. Space beyond 5% never used.

CNR0051 00 5461 profiles read, 9 profiles selected (O%)

Fig 7. Sample SELECT with field value selection

© copyright 1991, Consul Risk Management B. V. 7



Listing profile fields

Listing profile fields

CONSUL/RACF samples

CNRACF 1.0.2 06/24/90 12.38 CON S U L 1 RAe FDA TAB A S E UTI LIT Y 26 Jun 1990 17:41 page 1
fC) COPYRIGHT 1989, 1990, HANS SCHOONE AND CONSUL RISK MANAGEMENT a.v., VEENWEG 112, 2631 RB NOOTDORP, THE NETHERLANDS

SYSlN: print title-'Proqram profile overview'
SYSlN: select class-program
SYSlN: sortlist class, key(8), mernlst, uacc, userid, useracs

CNR0041 00 Processing started for SYSUTI
Unloaded by program CNRACF 1.0.2 06/24/90 12.38 job
Source dataset 1 was SHRIOI SYS2.RACF.PRIMl

at 26 Jun 1990 10:56

PROGRAM ADSAROD3 SYS2.DMSLINK/GDFIOI/NOPADCHK
SYSl.LINKLIST.NOSMP.DMS.V7L7MO.DMSLINK/SHRlOl/NOPADCHK

PROGRAM ADSMI002 SYS2.DMSLINK/GDFIOI/PADCHK
SYSl.LINKLIST.NOSMP.DMS.V7L7MO.DMSLINK/SHRlOl/PADCHK

PROGRAM AG SYSI. LINKLIB/ * U ** .. /PADCHK SYSl READ

CNROOSI
PROGRAM
PROGRAM

PROGRAM

PROGRAM

PROGRAM

00 27564 protiles read, 62 profiles selected (0\)
$CCFPOOI SYSl.LINKLIST.NOSMP.SLI3801/SHRI02/PADCHK
• SYS2.ROSLINKT/SHRIOS/NOPADCHK

SYS2.ROSLINK/SHRIOS/NOPADCHK
SYSl.LINKLIST.SSM3100/····--/NOPADCHK
SYS2.PACOLIB2/SHRI02/NOPADCHK
SYS1.LINKLIST.NOSMP.COBLIB/SHRIOl/NOPADCHK
SYS2.DMSLINK/GDFIOl/NOPADCHK
SYSI. ISPLOAD/-· _. - - /NOPADCHK
SYSI. LINKLIST. PDF200D 1* * * * ** INOPADCHK
SYS2.LIBRCCFX.V03L08PO.LOADTEST/SPGOOI/NOPADCHK
SYS1.LINKLIST.NOSMP.DMS.V7L7MO.DMSLINK/SHRIOI/NOPADCHK

tCALCLIB SYS2.ROSLINKT/SHRIOS/PADCHK
SYS2.ROSLINK/SHRI05/NOPAOCHK

tMAI<ELIB SYS2. ROSLINKT 1SHRI OS/PADCHK
SYS2.ROSLINK/SHRI05/NOPADCHK

ADOGROUP SYSl.LINKLIB/-·····/PADCHK

READ
READ

READ

READ

NONE

READ

READ

NONE

SYSI
tGDPRB

READ
READ

CNRACF 1. 0 . 2 06/24/9a 12. 38 CON S U L / R A C FDA TAB A S E
Program profile overview

UTI LIT Y 26 Jun 1990 17:41 page

PROGRAM DELGROUP SYSl.LINKLIB/******/PADCHK NONE

PROGRAM DELUSER. SYSI . LINKLIB/"·· * ... IPADCHK NONE

PROGRAM DG SYSI . LINKLI8/ - * *u· "lt/PADCHK NONE

PROGRAM OSIOST SYSl . LINKLIB/ * - *. * * IPADCHK NONE
PROGRAM DU SYS1. LINKLlB/**"It***/PADCHK NONE

PROGRAM EX SYS 1. CM.DLIB! * * * - .. -/NOPADCHK READ
PROGRAM. EXEC SYSl.CMDLIB/*--**-/NOPADCHK READ
PROGRAM lCHCAGOO SYSl.LlNKLIB/*-****/PAOCHK NONE
PROGRAM ICHCDGOO SYS1.LINKLIB/**-"··/PADCHK NONE
PROGRAM ICHCDUOO SYSI. LlNKLIB/ - * * * ** /PADCHK NONE
PROGRAM ICHDSMOO SYS1. LINKLIB/- **. * - /PADCHK NONE

PROGRAM !CHUTIOO SYS1.LINKLIB/*·----/PADCHK NONE

PROGRAM ICHUT200 SYS1. LINKLIB/ * * - * * - /PADCHK NONE
PROGRAM. ICHUT300 SYS1.LINKLIB/-*--*-/PADCHK NONE
PROGRAM ICHUT400 SYS1. LINKLIBI * - * _. -/PADCHK NONE

PROGRAM ICKDSF SYSI . LINKLIBI * - - * - -/PADCHK NONE

PROGRAM IEHATLAS SYSI. LINKLIB/*·-* ** IPADCHK NONE
PROGRAM lEHINITT SYSI . LINKLlBI * *"It .... IPADCHK NONE

PROGRAM LIBRFFR SYS2.ROSLINK/SHRIOS/NOPADCHK READ
SYS2.ROSLlNKT/SHRI05/PAOCHK

PROGRAM LIBSERV SYS2.ROSLINK/SHR10S/PADCHK READ
SYS2.ROSLINKT/SHRI05/PADCHK

PROGRAM LIBSERVE SYS2.ROSLlNK/sHRlOS/PADCHK READ
SYS2.ROSLINKT/SHRIOS/PADCHK

PROGRAM LIBUTIL SYS2.ROSLINK/SHRI05/PADCHK READ
SYS2.ROSLINKT/SHRIOS/PADCHK

PROGRAM LOOKLOG SYS 1 . LlNKLIST . SLUO 660 / •• - - - - IP ADCHK NONE

PROGRAM ROSCOPY SYS2.ROSLINK/SHRIOS/PADCHK READ
SYS2.ROSLlNKT/SHRlO5/PADCHK

PROGRAM ROSDATA SYS2.ROSLlNK/SHRlOS/PADCHK READ
SYS2.ROSLINKT/SHRIOS/PADCHK

PROGRAM RTDS6000 CICS.DISOSS34.DSVLOAD/CICS21/PADCHK READ
CICS.VOIL07PO.LOADLIBZ/DCMI02/PADCHK

PROGRAM SASS8END SYS2.LINKLIB!SHRI02/NOPADCHK READ
PROGRAM SASSBSTR SYS2.LINKLIB/SHRI02/NOPADCHK READ
PROGRAM SASSINCD SYS2.LINKLIB/SHRI02/NOPADCHK READ
PROGRAM STRBCCV SYSl.LINKLIST.NOSMP.STROBE80/sHRlO2/NOPADCHK NONE

PROGRAM STRBVPHI SYSl.LINKLIST.NOSMP.STROBE8DISHRlO2/NOPADCHK NONE

PROGRAM TLMAIN SYS1. LINKLlST. 5TL3100/- ***** INOPADCHK READ
SYS2.PANLINK/SHRI03/NOPADCHK

PROGRAM TLTSD SYSI . LINKLIST. STL31 00/··· - * - INOPADCHK READ
SYS2.PANLlNK/SHRlO3/NOPAOCHK

Fig 8. Sample output of USTPROG command member

tGDPRB READ
SYSI READ
.GDPRB READ
SYSI READ
tGDPRB READ
SYSI READ
.CDPRB READ
SYSl READ
SYSI READ
tGDPRB READ
@GDSOI ALTER
@GDSOI ALTER

IGDAEP READ
SYSI READ
tGDleD READ
SYSI READ
'GDlCC READ
'GDPRB READ
SYSl READ
SYSl READ
tGOPRB READ
SYSI READ
tGDlCC READ
SYSI ALTER
OMSOS READ
SYSI ALTER
'GDTMS READ
SYSl ALTER
@GDSOI ALTER

tGDAEP READ
SYSI READ

'QSOND ALTER
SYSl ALTER
IQSOND ALTER
SYSI ALTER
@GD254 ALTER

@GD254 ALTER

8 © copyright 1991, Consul Risk Management 8.V.



CONSUL/RACF samples Finding profiles with specific attributes

Finding profiles with specific attributes

CNRACF 1.1.b 02/03191 15.51 CON S U L 1 R A C FDA TAB A S E UTI LIT Y 12 Feb 1991 16:35
(C) COPYRIGHT 1989, 1991, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP, THE NETHERLANDS

SYSIN:
SYSIN:
SYSIN:
SYSIN:
SYSIN:
SYSIN:
SYSIN:
SYSIN:
SYSlN:
SYSIN:
SYSIN:
SYSIN:
SYSIN:
SYSIN:

I_aa**.aaaaaa ••••••• *.a. __ ._._. __ ••• _••• _._._. •••• ** •••••• _*.1

I· EXEC CNRACFL,MEMBER-LISTPROG or concatenated CONSUL/RACF 1.1.0 -I
1* Program Profile Overview ·1
I- program Accessed Dataset Overview ·11·_········ __ ················-···················*·_-- .aa._ ••••• _. __ a/

newlist
print title-'Program profile overview'
select class-program
sortlist class, key(8), memlst, uacc, userid, useracs

newlist
print title-'Program Accessed Dataset overview'
select pads, class-dataset
sortlist key, volser, dstype, univacs, userid, useracs,

user2acs, progacs, program

CNR0041 00 Processing started for SYSUTI
Unloaded by program CNRACF 1.1.B 02/03/91 15.51 job CFOASHC at 26 Feb 1991 10:56
Source dataset 1 was SHR101 SYS2.RACF.PRIM1
Non-restructured database format

CNR0051 00 27564 profiles read, 18 profiles selected (0\)

CNROUPUT CNRACF 1.1.b 02/18/91 17.07 CON S U L I R A C F PRO F I L E L I S T I N G 24 Feb 1991 23:34
Program Accessed Dataset overview

DGDCCF.*.HISTMAST* NONE .GOSMT ALTER - UPDATE $CCFPOOl· UPDATE $CCFBOOl· UPDATE $CCFBOO2
* UPDATE SCCFBOO3

DGOCCF.IADOOO.SYSTFlLE NONE @GD100 ALTER - UPDATE SCCFBOO1
'" UPDATE SCCFBOO2
'" UPDATE SCCFBOO3

- UPDATE $CCFBOO7

- UPDATE $CCFB009· UPDATE SCCFB045

'" UPDATE SCCFB100
GM.W328.TMSDATA.LISTTAPE PRD30S NONE @GD545 READ * READ ZLOS1

'GDSBH ALTER
@GD258 ALTER

PM'. W350. UCC7. COMMDS NONE 'GDAEP UPDATE '" UPDATE SASSlNCD
'GDSBH ALTER ... UPDATE SASSBEND
SYS1 ALTER * UPDATE SASSBSTR
"GDUCe ALTER

SYS2.DMSFILES* NONE SYS1 ALTER · UPDATE ADSMlO02
'GDDMS UPDATE
'GDAEP ALTER

SYS2.RACF· NONE SYS1 ALTER 'GDPRB UPDATE ICHUT400
'GDPRB READ
OMSIXMT READ
'GDlCD READ
'GOAEP UPDATE

SYS2.ROSLIB· NONE SYS1 ALTER * UPDATE ROSCOPY
'GDAEP ALTER * UPDATE 'CALCLIB
tGDPRB UPDATE · UPDATE ROSDATA· UPDATE 'MAKELIB

- UPDATE LIBRFFR· UPDATE LlBSERVE· UPDATE ZAlsO
tGOCVO UPDATE LIBUTlL

SYS2t.PANTSQ NONE @GD501 ALTER a UPDATE TLMAIN
SYS1 ALTER - UPDATE TLTSO

TZ.YOOO.@GOS01.TEST· NONE @GOS01 ALTER 'GOTST UPDATE LIBOPEN
'GDAEP UPDATE

Fig 9. Sample output of USTPROG command member PADS report

© copyright 1991, Consul Risk Management 8.V. 9



Reporting non-redundancy reasons for profiles CONSUL/RACF samples

Reporting non-redundancy reasons for profiles

CNRACF 0.0.3 01/31/90 14.41 CON S U L / R A C FDA TAB A S E UTI LIT 'i 3 Feb 1990 17: 31
Ie) COPYRIGHT 1989. 1990. HANS SCHOONE AND CONSUL RISK MANAGEMENT B. V .• VEENWEG 112. 2631 RB NOOTDORP. THE NETHERLANDS

S'is IN: print pagelen=60
SYSIN: select qual=-'gdaep
S'iS IN: report non redundant

page

CNR004I 00 Processing :started for SYSUT1
Unloaded by program CNRACF 0.0.3 01/31/90 14.47 jOb
Source dataset 1 W8S SHR101 SYS2.RACF.PRIMl
Source dat aset 2 was SHR101 SYS 2. RACF. PRIM2

CNROOSI 00 115029 profiles read. 16437 profiles 5elected (14\)
CNR900I 00 of the 362 profiles tested 82 are redundant (22\)

at 3 Feb 1990 17:23

LIS r 0 F NON - RED UNO ANT 0 A T A SET PRO F I L E S 0 F 'GOAEP 3 Feb 1990 17: 23
(C) COPYRIGHT 1989. 1990. HANS SCHOONE AND CONSUL RISK MANAGEMENT B. V.. VEENWEG 112. 2631 RB NOOTDORP. THE NETHERLANDS

Type Vol ume Datasetname User/group access program UAce
GENERIC 'GDAEP. " 'GDAEP OWNER NONE

'GDAEP ALTER
NONVSAM SHRI02 'GDAEP. TESTACCT. GOG (lG050l OWNER NONE

-> 9G0993 READ
'GDAEP UPDATE
9G0501 ALTER

GENERIC CICS. " 'GOAEP OWNER READ
'GDAEP ALTER

NONVSAH CICS20 CICS. BACKUP. S'iSOUTtL 'GDAEP OWNER NONE
-> DMSOS UPDATE
-) DMSBACKl ALTER

'GOAEP UPDATE
NQNVSAM CICS21 CICS. DIS05S34. JARS 'A 'GoAEP OWNER NONE

-> 'GDPRB ALTER
'GDAEP UPDATE

NONVSAM CICS21 CICS. oISOSS3 4. JARS 'K 'GoAEP OWNER NONE
-> ;GDPRB ALTER

'GDAEP UPDATE
NONVSAM eICS21 CICS. STAIRS43 • ACCOUNT @GoICZ OWNER NONE
NQNVSAM CICS20 eIeS. UCSLIB 'GDAEP OWNER NONE

-> ,GDPRB READ
aGD151 ALTER
'GDAEP UPDATE

GENERIC CICS'.lIr 'GDAEP OWNER READ
'GoAEP ALTER

VSAM oCMl02 CIeS'. oISOSS34 .CAAPIO 8GDICA OWNER NONE
VSAM DCMl02 CICS'. 01 SaSs3 4. CASOCB @GDICA OWNER NONE
VSAM DCM! 02 CICS'. 01 SOSS3 4. CASROS @GDICA OWNER NONE
GENERIC CI CS f . INTFACE • ROse I50S •VSOOf * @GDIS1 OWNER NONE

" UPDATE RTDS6000
1Ir UPDATE ZAl02'}(

" UPDATE ZAlO2
@GD254 ALTER
'GoAEP UPDATE
8G0151 ALTER

VSAM OCM! 02 eles,. INTFACE. ROSOlSOS • VSOO' K 9GD151 OWNER NONE
" UPDATE RTDS6000

* UPDATE ZAI02'K
" UPDATE ZAI02
'GoAEP UPDATE
8Go151 ALTER

VSAM DCMl 02 eICS'. INTFACE • ROSOl SOS . VSQO. 0 @GD366 OWNER NONE
-> * UPDATE ZA102'0
-> 'GDAEP ALTER
-> @GD366 ALTER

VSAM DCMl 02 CI CS' • INTFACE • ROSO I50S •VSQOf Z 9GD151 OWNER NONE
-> * UPDATE ZAI02fZ

'GDAEP UPDATE

Fig 10. Sample REPORT NONREDUNDANT output

Success Fail ure Erase First reason
READ - candidate -

READ User no connect

READ - candidate -
READ User no connect

READ Extra group

READ Extra group

READ Missing group
READ Extra group

READ - candidate -
READ Missing group
READ Missing group
READ Misslng group
READ - candidate -

READ User privileged

READ E.xtra group

10 © copyright 1991, Consul Risk Management 8.V.



CONSUL/RACF samples Reporting user or group scope

Reporting user or group scope

CNRACF 1.1.b 02/03/91 15.51 CON 5 U L / R A C FDA TAB A S E UTI LIT Y 12 Feb 1991 16:35
(C) COPYRIGHT 1989, 1991, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP,

SYSIN: report scope=ccis, datasets

CNR1321 00 Configuration for system IP01 running MVS/SP2.2.3 (XA) with DFP 3.1.1
created by program CNFCOLL 2.0.0 01/19/91 18.09 job GRACTSOA 12 Feb 1991 15:54:48.22

CNR0041 00 Processing started for SYSUT1
Unloaded by program CNRACF 1.1.a 01/26/91 23.45 job GRACTSOA at 12 Feb 1991 15:54
Source dataset 1 was SY5V19 SYSl.M9002.ICH.PRlMARY
Non-restructured database format

CNR0051 00 6026 profiles read, 6026 profiles selected (100%)
CNR1431 00 Number of profiles in selected scope is 579

S COP ERE P 0 RTF 0 RID CCIS 12 Feb 1991 15:54 page 2
(C) COPYRIGHT 1989, 1991, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP,

Class Type Profile name Volume Access Via When
FACILITY SJOBCLASS." READ - UACC -
FACILITY SJOBCLASS.P ALTER - WARN -
DATASET GENERIC CATl.* READ - UACC -

clustr CATl.N9006.#00 TSOO05
index CAT1.N9006.iOO.CATINDEX TSOO05
data CAT1.N9006.fOO TSOO05

clustr CATl.SMS1 SYSV22
index CAT1.SM51.CATINDEX SYSV22
data CATl.5MSl SYSV22

DATASET GENERIC CAT1.iOO READ - UAce -
DATASET GENERIC CATl.USER" UPDATE - DACC -

clustr CATl.USERl T50006
index CATINDEX.T33B69FO.VID87085.T9C7A4FC T50006
data CATl.USER1 T50006

clustr CAT1.USER2 T50006
index CATINDEX.TCFOEB1E.VID89046.T9FDFC7F TSOO06
data CAT1.USER2 T50006

PROGRAM IOCNF156 READ - UACe -
DATASET GENERIC IPOl.* CONTROL eCIS
DATASET GENERIC ISP. * READ - UAce -

nvsam ISP.V3RlMO.ISPLOAO SYSV19
nvsam ISP.V3RIMO.ISPMLIB SYSV19
nvsam ISP.V3RIMO.ISPPLIB SYSV19
nvsam ISP.V3RIMO.ISPSLIB SYSV19
nvsam ISP.V3RIMO.ISPTLIB SYSV19

DATASET GENERIC SYSPMCS.*.*.*.LOAD READ - UAce -
nvsam SYSPMCS.P.MICS.USER.LOAD MICSOO
nvsam SYSPMC5.T.MICS.USER.LOAD HICSOO
nvsam SYSPMCS.V.MICS.USER.LOAD MICSOO

DATASET GENERIC SYSPMCS.*.*.LOAD READ - UACC -
nvsam SYSPMCS.MICS.PSP.LOAD MICSOO
nvsam SYSPMCS.MICS.TEST.LOAD MICSOO
nvsam 5YSPMCS.MICS.USER.LOAD MICSOO

DATASET GENERIC SYSPMCS .... LOAD READ - UACC -
nvsam SYSPMCS.MICS.LOAD MICSOO
nvsam SYSPMCS.UGA.LOAD MICSOO

DATASET GENERIC SYSl.* READ - UACC -
clustr SYS1.PAGE.OVFLOO SYSV22
data SYS1.PAGE.OVFLOO.DATA OVFLOO

clustr SYS1.PAGE.VSYSV22.COMMON SYSV22
data SYSl.T995545C.VDD90164.TA23F2FD SYSV22

clustr SYSl.PAGE.VSYSV22.LOCAL1 SYSV22
data SYS1.TB5441AA.VDD90164.TA23F2FE SYSV22

clustr SYS1.PAGE.VSYSV22.PLPA SYSV22
data SY51.T25DBB72.VDD90170.TA24683F SYSV22

clustr SYSl.STGINDEX SYSV22
index SYSl.T7EBBE9A.VID90164.TA23F2FD SYSV22
data SYSl.T7EBBA70.VDD90164.TA23F2FD SYSV22

TSOPROC TSOPROC1 READ - UACC -
TSOPROC TSOSMl READ - UACC -

Fig 11. Sample REPORT DATASETS output

© copyright 1991, Consul Risk Management B. V. 11



Verifying the protection of sensitive datasets CONSUL/RACF sa.mples

Verifying the protection of sensitive datasets

CNRACF 0.0.6 04/22/90 19.14 CON 5 U L 1 RAe FDA TAB A S E UTI LIT Y 22 Apr 1990 22:32
(C) COPYRIGHT 1989. 1990. HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V .• VEENWEG 112. 2631 RB NOOTOORP. THE NETHERLANDS

SYSIN: REPORT SENSITIVE

CNR132I 00 Configuration for .3ystem ASXl running MVS/SP2.2.0 (XA) with OFP 2.3.0
created by program IOCNFl55 1.5.5 03/26/90 21.17 job SYSPROBZ 26 Mar 1990 21:30:44.69

CNROl7I 00 Procesdng started for SYSRACOl SPRGlS HRF1802. YOO .PRIMARY
at 22 Apr 1990 22: 32 running RACF 1. 8.1

CNR033I 00 HRF1802. YOa. PRIMARY has 6462 segments in use, 123742 segments free (4' used)
Index uses 0'. Space beyond S' never used.

CNR0051 00 5461 profiles read. 5461 profiles selected (l00"
CNR087I 00 Nurti:ler of detail error messages is 29

SEN SIT I V E 0 A T A SET PRO T E C T ION 0 V E R V lEW 22 Apr 1990 22: 32
(C) COPYRIGHT 1989. 1990. HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V•• VEENWEG 112. 2631 RB NOOTDORP. :'HE NETHERLANDS

page

page

Type Vol ume Datasetname User/group access
GENERIC EUSRHOU. APF. LOAD SYSMJLN OWNER

nvsam DASD05 EUSRHOU. APF. LOAD SYSMSYS ALTER
SYSM UPDATE
SYSP UPDATE
EUSR UPDATE

GENERIC HRF1802. '" SYSMGT OWNER
nv~am SPRG15 HRF1802. YOO. PRIMARY SYSPSEC READ

SYSPAUD READ
SYSPBRP READ
SYSMSYS ALTER
SYSMJLN ALTER

GENERIC M8904I.* SYSMGT OWNER
nvsam SPRGl4 H8904I.LINKLIB SYSMSYS ALTER

RCIV READ
SYSH READ
SYAC READ
SYSBASE UPDATE

GENERIC SYSl. '" SYSI OWNER
nv,sam SPRG13 SYS1. SVCLIB SYSPCJK ALTER
nvsam SPRG13 SY 51 • LINKL18 SYSHSYS ALTER
nvsam SPRGIS SYS1 • TES T . LINKLIB SYSI ALTER
nvsam DASD06 SYSI. ASM2. V310 •LOAD SYSMCAH UPDATE
nvsam DASD06 SYS1. TALEN .LINKLIB SYSMJLN ALTER
nvsam SPRG16 SYSI. ISPF. H8 90 4. I SPLLIB. RC SYSMFDH ALTER
nvsam SPRG16 SYS1. ISPF. M8904. ISPLLIB SYACDAG ALTER
nvsam SPRG14 SYS1. VSF2LOAD SYSBASE UPDATE
nvsam SPRG14 SYSI. VSF2COMP IBMUSER ALTER
nvsam SPRG14 SYS1. GDDMLOAD

GENERIC SYSl.CNM" SYSMJLN OWNER
nvsam SPRG14 SYS1. CNHLINK SYSMSYS ALTER

S'tSNET UPDATE
SYSBASE UPDATE
SYSMJLN ALTER

GENERIC SYS1 • NCPLIB IBMUSER OWNER
nvsam SPRGl6 SYSI • NCPLIS SYSMSYS ALTER

SYSBASE UPDATE
SYSNET UPDATE
SYSMJLN ALTER

GENERIC SYS1. NLDMLIB IBMUSER OWNER
nvsam SPRG14 SYS1. NLDMLIB SYSMSYS ALTER

SYSBASE UPDATE
SYSNET UPDATE
SYSMJLN ALTER

GENERIC SYSl • NPDALIB IBMUSER OWNER
nvsam SPRG14 SYSI • NPDALIB SYSMSYS ALTER

SYSBASE UPDATE
SYSNET UPDATE
SYSMJLN ALTER

GENERIC SYSI. TEST. NCPLIB IBMUSER OWNER
nvsam SPRG16 SYS1. TEST. NCPLIB SYSMSYS ALTER

SYSBASE UPDATE
SYSNET UPDATE

Fig 12. Sample REPORT SENSITIVE output

program UAce Success Fal.lure Erase Shortcomings
NONE !U:AD No update aud1 t

NONE R£AD No read audit
No upd.at~ audi t
No erase

NONE READ No update audi t

READ itEAD No updat.e audi t

READ R£.AD No update audit

READ :;PDATE No update audl t

READ :':?DATE No update audit

READ :;PDATE No update audl t

READ ;;PDATE No update audl t

12 © copyright 1991, Consul Risk Management B.V.



CONSUL/RACF samples Verifying the protection of AC=1 APF modules

Verifying the protection of AC=l APF modules

CNRACF 1.1.b 02/03191 15.51 CON S U L I R A C FDA TAB A S E UTI LIT Y 13 Feb 1991 16:58 page 1
(Cl COPYRIGHT 1989, 1991, HANS SCHOONE AND CONSUL RISK MANAGEMENT a.v., VEENWEG 112, 2631 RB NOOTDORP, THE NETHERLANDS

SYSIN: report AC1

CNR1321 00 configuration for system ASXl running MVS/SP2.2.3 (XA) with OFP 3.1.1
created by program CNFCOLL 2.0.0 01/19/91 18.09 jOb CFOASCHZ 3 Feb 1991 12:06:38.32

CNROl7I 00 processing started tor SYSRACOI SPRG19 SYS1.M9002.ICH.PRIHARY
at 13 Feb 1991 16:58 running RACF 1.8.1
Non-restructured database format

CNR033I 00 SYSl.M9002.ICH.PRlMARY has 10011 segments in use, 120189 segments free (7' used)
Index uses 0%. Space beyond 7' never used.

CNR1681 00 Maximum profile length is 33102 bytes for GROUP S¥S1

CNR0051 00 7611 profiles read, 7611 profiles selected (100%)

A P F MOO U L E PRO T E C TID NOV E R V lEW 13 Feb 1991 16:58 page 3
(C) COPYRIGHT 1989, 1991, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112, 2631 RB NOOTDORP, THE NETHERLANDS

Module UACC AuthAttr Member Datasetname Volser xLPA Lnx PROGRAM DATASET profile
AD READ AC-l ICHCADOO SYSl.LINKLIB SPRG18 1 SYS1.*
ADDGROUP NONE AC-l ICHCAGOO SYS1.LINKLIB SPRG18 1 ADD GROUP SYSl.*
ADDSO READ AC-1 ICHCADOQ SYSI.LINKLIB SPRG18 1 SYSl.'"
ADOUSER READ AC-l ICHCAUOO SYSl.LINKLIB SPRG18 1 SYSl.'"
ADFMDF03 READ AC-l ADFMDF03 SYSl.LINKLIB SPRG18 1 SYSI. '"
ADRDSSU READ AC-1 ADROSSU SYS1.LINKLIB SPRG18 1 SYS1.'"
ADRRELVL READ AC-1 ADRRELVL SYSl.LINKLIB SPRG18 1 SYSl.'"
AG NONE AC-l ICHCAGOO SYS1.LINKLIB SPRG18 1 AG SYS1.*
AHLGTF READ AC-l AHLGTF SYSl.LINKLIB SPRG18 1 SYSl.'"

Key a
AHLVCOFF READ AC-l AHLVCOFF SYSl.LPALIB SPRG18 P 1 SYSl.·
AHLVCON READ AC-l AHLVCON SYSl.LPALI8 SPRG18 P 1 SYS1.'"
ALD READ AC-l ICHCCDOO SYSl.LINKLIB SPRG18 1 SYS1.*
ALG READ AC-l ICHCCGOO SYSl.LINKLIB SPRG18 1 SYSl.'"
ALTDSD READ AC-l ICHCCDOO SYSl.LINKLIB SPRG18 1 SYSl.'"
ALTER READ AC-l IDCAMOI SYS1.CMDLIB SPRG18 5 SYSl.CMDLIB
ALTGROUP READ AC-l ICHCCGOO SYSl.LINKLIB SPRG18 1 SYSl.*
ALTUSER NONE. AC-1 ALTUSER CFOASYS.APF.LOAD DASD05 .. CFOASYS. APF . LOAD
ALTUSER READ AC-l ICHCCUOO SYSl.LINKLIB SPRG18 1 SVSl. '"
ALU READ AC-l ICHCCUOO SYSl.LINKLIB SPRG18 1 SYSl.'"
AMASPZAP NONE AC-l AMASPZAP SYSl.LINKLIB SPRG18 1 AMASPZAP SYSl.'"

Fig 13. Sample REPORT ACI output
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Profiles used by SMS

Profiles used by SMS

CONSUURACF samples

CNRACF 1.1.2 OS/20/91 00.26 CON S U L / R A C FDA TAB A S E UTI LIT Y 15 Sep 1991 20:48 page 1
IC) COPYRIGHT 1989, 1991. HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V .• VEENWEG 112. 2631 RB NOOTDORP, THE NETHERLANDS

Input:
1
2
3
4
5
6
7
8
9

10

SYSIN JES2.JOB06518.SIOOOIOl
Iprint title-'OFP segment report'
Inew-list

: ;~i~~tSU~i;;;:~:~~~o~~~c~:~~~~ ~ith their default management class and storage class'

I select class-group. mgmtclas<>'
I sortlist class. key(8), mgmtclas. storclas. dataclas
Inew-list
I print subtitle-' datasets with a resource owner and their RACF owner'
I select class-dataset. resowner<>'
I sortlist class. key. resowner. owner, uacc, userid, useracs

CNR004I 00 Processing started for SYSUTl SMSOOl EUSRROB.CNRDEMO.CNRACF.UNLOAD
Unloaded by program CNRACF 1.1.2 OS/20/91 00.26 job SYSPROBR at 27 Jul 1991 22:04
Source dataset 1 was SPRG19 SYS1.M9002.ICH.PRIMARY
Non-restructured database format

CNR0051 00 7950 profiles read. 7950 profiles selected (100')

CNROUPUT CNRACF 1.1.0 03/22/91 14.53 CON S U L / R A C F PRO F I L ELI S TIN G 27 Jul 1991 22:04
OFP segment report
resource owners with their default management class and storage class

GROUP SBeD NONMIG
USER SYSCTAP FASTMIG
USER SYSPACC FASTMIG BASE
USER SYSPMCT WRITMOST BASE
USER SY5PROX FASTMIG BASE
USER SYSVTAP FASTMIG

page

CNROUPUT CNRACF 1.1.0 03/22/91 14.53 CON S U L / RAe F PRO F I L E
OFP segment report
datasets with a resource owner and their RACF owner

LIS TIN G 27 Jul 1991 22:04 page

CNR0391 00 CNRACF used 1.3 CPU seconds and took 2 wall clock seconds

DATASET SYSTCP.SMTP.- SYSSMTP SYSTCP IP NONE SYSSMTP ALTER
SYSTCPIP READ
SYSNFS UPDATE

Fig 14. SMS default classes on GROUP and USER profiles

14 © copyright 1991, Consul Risk Management B.V.



CONSUL/RACF samples Profiles used by Applications

Profiles used by Applications

CNRACF 1.1.2 05/20/91 00.26 CON S U L 1 R A C FDA TAB A S £ UTI LIT Y 20 sep 1991 16:36 page 1
IC) COPYRIGHT 1989. 1991, HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V., VEENWEG 112. 2631 RB NOOTDORP, THE NETHERLANDS

Input: SYSIN JES2.JOB01278.SIOOOIOl

1 I
2 I
3 1
4 I

CNR1321 00

eNR017I 00

CNR0331 00

CNR168I 00
CNR0051 00
CNR1421 00
CNR0871 00

/* show all profiles and datasets beginning with sysl.jsxlog *1
select class-dataset, mask-sys1.jsxlog.**
select class-user; select class-group; select class-connect
report nonredundant, dataset

Configuration for system THDI running MVS/SP2.2.3 (XA) with DFP 3.1.1
created by program CNFcoLL 2.0.3 06/22/91 22.19 job SYSPSECR 20 sep 1991 16:35:45.49
Processing started for SYSRAC01 SPRG19 SYS1.M9002.ICH.PRlMARY
at 20 Sep 1991 16:36 running RACF 1.8.1
Non-restructured database format

SYS1.M9002.ICH.PRlMARY has 10805 segments in use, 119395 segments free 18' used)
Index uses 0'. Space beyond 8\ never used.

Maximum profile length is 1350 bytes for TAPEVOL DFHSMO
8121 profiles read, 5471 profiles selected (67')
ot the 4 profiles tested a are redundant (0')
Number of detail error messages is 6

LIS T 0 F NON - RED UNO ANT D A T A SET PRO F I L £ S 20 Sep 1991 16:36 page 2
(Cl COPYRIGHT 1989, 1991. HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V .• VEENWEG 112. 2631 RB ~OOTDORP, THE NETHERLANDS

SYSP OWNER NONE READ universal acces
JES328X UPDATE
SYSPTST UPDATE
SYSl OWNER READ READ Extra group

-> EUSR UPDATE
SYSNET ALTER
SYSBASE ALTER
JES328X UPDATE
SYSI OWNER NONE READ Universal acces
SYSNET ALTER
SYSBASE ALTER
JES328X UPDATE
WWBOTJS UPDATE
SYSCHSM UPDATE

Type Volume Datasetname
GENERIC SYS1.JSXLOG.*.**

nvsam DASD05 SYS1.JSXLOG.JES328X
nvsam DASDOS SYS1.JSXLOG.RMT133
nvsam DASD05 SYS1.JSXLOG.RMT134
nvsam DASD05 SYS1.JSXLOG.RMT135
nvsam DASDOS SYS1.JSXLOG.RMT136
nvsam DASD05 SYS1.JSXLOG.RMT137
nvsam DASD05 SYS1.JSXLOG.RMT138
nvsam DASD05 SYS1.JSXLOG.RMT139
nvsam DASDOS SYS1.JSXLOG.RMT140
nvsam DASD05 SYS1.JSXLOG.RHT141
nvsam DASD05 SYSl.JSXLOG.RMT142
nvsam OASD05 SYSl.JSXLOG.RMT143
nvsam DASDOS SYSl.JSXLOG.RMT144
nvsam DASD05 SYS1.JSXLOG.RMT145
nvsam DASD05 SYSl.JSXLOG.RMT146
nvsam DASDOS SYS1.JSXLOG.RMT149
nvsam DASD05 SYS1.JSXLOG.RMT150
nvsam DASDOS SYS1.JSXLOG.RM.T2
nvsam DASD05 SYS1.JSXLOG.RHT89

GENERIC SYSl.JSXLOG.RHT1
nvsam DASDOS SYS1.JSXLOG.RHT1

GENERIC SYSl.JSXLOG.RMT147
nvsam DASDOS SYS1.JSXLOG.RMT147

GENERIC SYS1.JSXLOG.RMT148
nvsarn DASD05 SYSl.JSXLOG.RMT148

User/group
SYS1
SYSNET
SYSBASE
JES328X

access
OWNER
ALTER
ALTER
UPDATE

program UACC
READ

Success Failure Erase First reason
READ No generic

CNR0391 00 CNRACF used 4.3 CPU seconds and took 14 wall clock seconds

Fig 15. Dataset profiles used by JES328X
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Profiles used by Applications

Profiles used by Applications

CONSUURACF samples

CNRACF 1.1.2 05/20/91 00.26 CON S U L I R A C FDA TAB A S E UTI L r T Y 20 Sep 1991 16:41 page 1
(C) COPYRIGHT 1989. 1991. HANS SCHOONE AND CONSUL RISK MANAGEMENT B.V .• VEENWEG 112. 2631 RB NOOTDORP. THE NETHERLANDS

Input: SYSIN JES2.JOB01279.SI000101

1 I I- shoW' user profiles for CMA-SPOOL * I
2 I select class-user. usrcnt>O
3 I sortlist class, key(8). usrcnt. usrnm. usrflg. usrdata

CNR01?! 00 Processing started for SYSRAC01 SPRG19 SYS1. M9002. ICH. PRIMARY
at 20 Sep 1991 16:41 running RACF 1.8.1
Non-restructured database format

CNR033I 00 SYS1.M9002.1CH.PRIMARY has 10805 segments in use. 119395 segments free (8\ used)
Index uses 0\. Space beyond 8\ never used.

CNR1681 00 Maximum profile length is 1350 bytes for TAPEVOL DFHSMO
CNR005I 00 8121 profiles read. 19 profiles selected (0\)

CNROUPUT CNRACF 1.1.0 03/22/91 14.53 CON 5 U L / R A C F PRO F I L ELI S TIN G 20 sep 1991 16:41 page

USER
USER
USER
USER
USER
USER
USER

USER
USER
USER

USER
USER

USER

USER
USER
USER

USER
USER
USER

CCRPD26
CCSPS07
CCSPS24
CCSPS35
CCSPS46
CCSPS47
CCSPS48

CCSPS52
CCSPS55
CCSPS64

CCSPS65
CCSPS66

CCSPS67

CCSPS78
CCTSS25
CCTSS34

CCTSS44
DEMONTe
DEMONTN

1 PRNTINFO
1 PRNTINFO
1 PHONE
1 PRNTINFO
1 PRNTINFO
1 PRNTINFO
2

PRNTINFO
1 PRNTINFO
1 PRNTINFO
2 PHONE

PRNTINFO
1 PRNTINFO
2 PHONE

PRNTINFO
3 PHONE

ACTCODE
PRNTINFO

1 PRNTINFO
1 PRNTINFO
6

1 PRNTINFO
1 PRNTINFO
1 PPDATA

ESFDPRT(P656003)
ESFDPRT(PCH674)
81266
ESFDPRT(P053G904)
ESFDPRT(P053G904)
ESFDPRT (RMT28)
ESFDPRT(P053GB04)
ESFDPRT(P053GB04)
ESFDPRT(P053GB04)
ESFDPRT(P053GB04)
81265
ESFDPRT(P053GB04)
ESFDPRT(P053GB04)
81265
ESFDPRT(P053G904)
81265
K-00758-XXOB-001
ESFDPRT(P053G904)
ESFDPRT(P053G904)
ESFDPRT(P722001)
ESFDPRT(P053GB01)
ESFDPRT(P053GB02)
ESFDPRT(P053GB03)
ESFDPRT(P053GB04)
ESFDPRT(P053GBOS)
ESFDPRT(P053GB06)
ESFDPRT(P722001)
ESFDPRT(P506071)
02708DEMONS

CNR039I 00 CNRACF used 1.3 CPU seconds and took 4 wall clock seconds

Fig 16. Contents of USER data fields used by CMA-SPOOL
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CONSUURACF samples

Interactive component

Interactive component

, ,

,.. . .'... , :- .. '. .. .. .., ' ,'. - ." ,

, . ... .. . .. . . . :. ---.-.-,. . .. " , ...,' ,. .., , . .'. " .. ' .. . - ~ ... . -: . ., .. - - . .-

'18:gS,::.' '-----'--------CONSOL/RAC:r::tI.AsS... OPTION OVERVIEW --~-~~'----~' : ROW 12 OF 61
command :.input = ....>- ")'"" ,," , Scr'oll':====> CSR
Enter"S' 'or I bef6:re class<todisplay atl"':cTass:options

Oper Profiles Global
OK resident active

Glob
·Ala Glob

Class Opt
name·' Pos

:FACILITY 8'
,:::FCICSFCT 5
,':,FIELD:::' . 121

FIMS .. ·· 101
',:::GCICSTRN 5

",GDASDVOL 0 .
'::::GIMS 4

. '. : .:.: ': 'GLOBAL, 6

GMBR;::':" ·6

,:.:::;.: :;GTERKJ:NL 2
, :>::·BCICSFC~" 5

- - ...

': ::.<lIIKS:.>:: :: 101
" ,:::,,:.:rctCSJCT,:S

. '.' .:.·,:.KCIC,~JCT',5.
<>'»:>MCICSPP~. 5:
.:,:·::-<:/~~~¢LAS· 123

:.:::. NCIC'SPPT' 's-
:>: >':,>:<OIMS. . 101

Related classes . ': ::Pl':0tect,,' Profile' Dflt
grouping,: ,mernh:ei: '. status type .'UACC'

. ':-:'.} Noaudit , NONE,

HCTCSFC'r:' .<,,:' Noa.udit 'NONE
. ':.':,', ,"'.:'" ",' ::'Noalldit· NONE

HIMS' ,..':::, ,::,:::., ,':'.,:,' ,-:Inactive Discret.e NONE

: ::.TC:ICSTRN,·, :Noaudit 'NONE
"'OASDVOL::i .. :Noaudi1:.:. ACEE,

,:.:':::,tIMS:; '·':Noaudit:.:' NONE':
':GMBR': '.': .",Noaudit<: ::"NONE'

GL9BAL .<:N0a.udit., ·: ..·'NONE""·
"':TERMINAL:: ::;Noau~it, .. , ACEE,:

":';':'}fCtCSFCT" ::Noaudit:.·:·· ... .. NONE::

' .. ' ;>;';FIMS ,: /:~nac~,~,va:, Discirete 'NONE.,'"
KCTCSJCT::':," "'<.: .:', .. ' ",'. ::::N·().~l1ciic':.:. NONE::

',:':J.cICSJCT::' ·:'No&udit:, .. NONE"··
--_., '"

NC-ICSPPT,:.:-:······ ,:,:, ",-,'>::':Noaud.1t:,: .·'NONE
':.'-: ,",'.'::'-::"'::,.'. : .,::.:.' - ,- - - - .

:....:::.:-':<:.:'.: .. :.:.::'. ::>::'I:aact:iva<. Discrete NONE
.:':;·.)MctCSP;P T: ,': 'Noaudit'· NONE'

WIMS: '·',::"Ii'iact.ivQ :'Discret'Q. NONE"

n/a
,··n/a

OPER "ri/ a."
rila
'n/a"
:'n/a':'
nla::
,n/a-

'<:nia>:
'n/a:·'

.':::n'/a.::::",

"ri/a,

.'Il/a:;:.'···' '
":.'.ri/a.:

Glob
Glob
Glob
Glob
Glob
Glob·
Glob

Glob
Glob'
Glob

Glob

,:.:.........':... ..:::: '::-:.:.:»::::'»:.:.::::.:;> :,,:.:'> . >:,:::',:::':':' , .,. ,,,. ',' "., .:,>, .. >,:" .,-:'.:':, .. '"
·18!=:p.fi'. .------coNstrLiR.Ac~, -::c:l~s·s:·<FACI~~.j:TY':opti()#':<:display',: .......·~~--~···.·CNR:rCDT 1.1.0
'Command. 'input =--> ... >: .. Scroll,'::==> CSR'

:: 'Cl.ass' propert'ies:

19"
8
NONE,

Maxi'.mum', -length

Cl:a'•• :·activity opt.ions
: Protection active::<.:·· , 'Yea
,GLOBAL Cf:ast path):',: active: ': Yes '

"'Generics: allowed:·' Yes:
:::'Generic,commands'allowed:.Yes."
':··OPERATIONS honored: '. "':No'

;Gerieric sca'n.',limit (quais)

Profile reaidency" option.
~rofiles notallowed~

Pro'files RACLISTed'
Profiles in>dataspade
Pro:files GENLISTed
RACLIsTrequired

No,

",No

No
No":

":Class .•. atidit· options
.. "'qommand'-;;audi t ing·.· 'act:iv~

statistics collect:ed
Log,<?ptions

, :",No"

Yes'

:Manadatory.aCC8S8 'control. properties
:SECLABEL'requtred.
'Reverse MAC .. checking
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