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SESSION ABSTRACT

Automating the RACF Audit

Data security administrators as well as EDP auditors will want to
attend this intermediate-level session. Techniques for
automating the review of dataset and user profiles defined in
RACF will be demonstrated. Specific examples of these techniques
and how they can be adapted to your organization will be
presented. The applicable COBOL source code & JCL will be
distributed.
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COMPONENTS OF A COMPLETE RACF REVIEW 1

1. status Monitoring
DSMON, SETROPTS

2. Event Monitoring
RACFRW

3. Rules or Profiles Analysis
LISTDSD, LISTUSER·'

4. Standards Review: Management

This presentation will focus on how to automate #3,
audit of RACF profiles

PRESENTATION OBJECTIVES

1. Show how to automate RACF profiles review

2. Show how easy it is to automate the RACF review

3. Provide the basic tools (concepts, JeL, COBOL
programs to automate the RACF profiles review

'Source: Kurt Meiser, Coopers & Lybrand
"Heavy Metal" ex-IBM systems programmer
CACS Conference Session "Introduction to the Audit of
RACF"
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III. TWO KINDS OF BASIC RACF PROFILES

A. DATASET PROFILE

1. Data Set Name

2. Data Set Owner

3. Universal Access Authority
(UACC)

4. AUditing (Logging) Conditions

5. User Notification

6. Authorized User Access List

B. USER PROFILE

1. User Id

2 • User Name

3. User Attributes

4. Date ID Created

5. Password Interval

6. Revoke Date

7. Day & Time Restrictions

8. Group Information

9. Connect Information
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INFORMATION FOR DATASETGfLACo* (GJ:) ~ Ds~

LEVEL OWNER UNIVERSAL ACCESS WARNING

J d~~?5-i -----C~~D-i~A~-;;--

~
AUDITING
-----w--

ERASE

NO

<Eo USER TO BE NOTIFIEE) S u~R ~Or\~lc.Ar,OIV

YOUR ACCESS CREATION GROUP DATASET TYPE

READ SYSTEMS NON-VSAM

GLOBALAUDIT
NO INSTALLATION DATA

SECURITY LEVEL

NO SECURITY LEVEL

CATEGORIES

NO CATEGORIES

ID ACCESS
~----- -------

PlAP UPDATE
J ALTER
BATCHG ALTER
OPERATOR ALTER
OPERl ALTER

Co AUT\\oQ..ll.£t)
u~rz..

Ac:.eESS
L..t~\

PROGRAM ID ACCESS

NO ENTRIES IN CONDITIONAL ACCESS LIST

Sample DATASET Profile
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4

5

I 2-
=;;-ER-=--S-'SA--W- rnAM-E-=--M--IK-E-"'RA-~- OWNE~=~~=~~~~~~:.:..::~
~FAULT-GROUP=BSA PASSDATE=90.012
,TTRIBUTES=GRPACC .3
,EVe TE=NONE "RESUME DATE=NONE
AST-ACCESS=90.022/06:08:58
LASS AUTHORIZATIONS-NONE
NSTALLATION-OATA=BRITA SALES/DALLAS
O-MODEL-NAME
OGON ALLOWED (DAYS) (TIME)
: ----------------------------------------
!!YDAY ANYTIME) 9
GROUP=BSA AUTH=USE CONNEET-OWNER=BSA CONNECT-DATE=88.308

CONNECTS= 134 UACC=NONE LAST-CONNECT=90.022/ 06:0S:S

j
8

CONNECT ATTRIBUTES=NONE
REVOKE DATE=NONE RESUME DATE=NONE ~

CURITY-LEVEL=NONE SPECIFIED
TEGORY-AUTHORIZATION
ONE SPECIFIED

Sample USER Profile
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IV. RACF PROFILES REVIEW OBJECTIVES

rOf- 5J;D~I A.
foqo'p~~~

R~~ '. LolO prQ~" ~
~~~~r\·~
~ "llte-~[)

Identify all production, system and
backup datasets:

1. with a UACe > READ

2. with AUTHUSER with access> READ

?o~. 330 ~~
lJ 05S Pro.f\~s

R~~. 1. '12

B. Identify all userids:

1. Which have not been used since being
created

2. tq3~

3. J1 ~~~

'I. z '1 u~~

s. 41 ~CJS

(.. \\ ~~

-1. 2 \,)~s

2. With an unusual password change
interval

3. with user attribute> "GRPACC"

4. with connect attribute> "NONE"

5. With connect UACC > "READ"

6. with group authority> "USE"

7. With authority to define RACF prof
for resource classes
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/"'l s-rvSEfL

~1

RACF
DA'f~

~Pt~c

tATcH Mout.
K~\rlt;~ l11AtJ
ONUNC CQ..

lS "PF ?A l./E1-..::-

Ou-r+u-r ~Cfb\2..\

TO ~\<;'\L

t'JOT t='R \\\J\E'2-

L \~l"175."D <. l\5r()~~
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RAa:AuT\1 " ~-ACf1' \~T
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":. KAH?Lt=.: RP\CFA_ -

AUTOMP\l1NG IHE RACF AUbtT
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v. STEPS TO DEVELOP PATTERN MATCHING AUDIT SOFTWARE

A. Execute the desired command or utility
program. Send output to disk file rather
than printer

B. Review output for key phrases or patterns to
differentiate lines

c. Determine column placement of patterns

D. Write program to extract based on above

E. Debug or refine extract program based on
results

F. Create additional programs to summarize the
extracted information in various ways

- 8 -



VI. "GENERIC" PATTERN MATCHING PROGRAM SPECIFICATIONS

INPUT is the output of the RACF command

OUTPUT is a report and a data file containing the
exceptions to

PROCESS

1. Read a record from input file

2. Determine if record is a "keeper". If not, read
the next record.

3. If record is a "keeper", move relevant
information to output fields

4. write output file record and report line

5. On end of input, write total number of records
written to output on the report

VII. SPECIFIC EXAMPLES OF PATTERN MATCHING AUDIT SOFTWARE

RACFUACC - list all datasets with a UACC > READ

RACFAUTH - list all datasets to which specific
users have access authority > READ

RACFUNNO - list all users who have never used
their TSO userid

RACFPINT - list all users with an unusual
password change interval

RACFATTR - list all users with user attributes >
"GRPACC"

RACFCONA - list all users with connect
attributes > "NONE"

RACFCONN - list all users with connect UACC >
"READ"

RACFGRP - list all users with a group authority
> "USE"

RACFCLAS - list all users with authority to
define RACF profiles for certain RACF resource
classes
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READY
LISTDSD PRB~IX(PIPR) AUTHUSER

INPORMATIOB FOR DATASET PIPR.SSK.CCPRHRSR* (G)

LEVEL 0..-_· UNIVERSAL ACCESS----- -------- ----------------00 PIPR NONE

AUDITING

PAILUU8(RBAD)

HOTIPY

WARNING

NO

ERASB

NO

NO USBR TO BB NOTIPIBD

YOUR ACCBSS CREATION GROUP DATASET TYPB

NONE SYSl NON-VSAM

GLOBALAUDIT

NONE

NO INSTALLATION DATA

SECURITY LEVEL

NO SECURITY LEVEL

CATBGORIBS

NO CATBGORIB8

ID ACCESS-------- -------
PIPR UPDATB
CPROl ALTER
J ALTER
TPLS7 ALTER
TAC25 ALTER
CAOHS ALTER

sampl ,.. of the ~CJ' LISTDSD AUTHUSER command
Used as input to the- RACFUACC , RACFAUTH programs
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----+----1----+----2----+----3----+----4----+----5----+----6----+----7--

READY
LISTDSD PREPIX(PIPR) AUTHOSER

IHFORMATIOB POR DATASBT PIPR.SSM.CCPRHRSR* (G)

------------------------------------------

HORB BYSl NON-VSAM

GLOBALAUDIT

NO

ERASE

NO

WARNING

UPDATE
ALTER
ALTER
ALTER
ALTER
ALTER

SECURITY LEVEL

00 PIPR NONE

AUDITING

LBVEL oWBBa UNIVERSAL ACCESS

NO USER TO BB NOTIFIED

YOUR ACCBSS CREATION GROUP DATASET TYPE

PAILURES (READ)

NOTIPY

NORB

NO INSTALLATION DATA

----- -------- ----------------

NO CATEGORIES

ID ACCESS

NO SECURITY LEVEL

CATEGORIES

PIPR
CPROl
J
TPLS7
TAC25
CAOMS

000001
000002

'0003
004

uvtJ005
000006
000007
000008
000009
000010
000011
000012
000013
000014
000015
000016
000017
000018
000019
000020
000021
000022
000023
000024
000025
000026
000027
000028
000029
000030

"031
32

Ol.lv~33

000034
000035
000036
=COLS>
000037
000038
000039
:)00040
J00041
)00042

Ruler line applied to the output to determine column placement
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OlOO-PROCESS.
I~ C2-12 ='INPORMATION'

HOVE C26-6.

ADD 1

TO a-DSN'
R-DSH

TO .S-VALID-RECORDS.

IF C3-4 = '00' AND
(C25-28 NOT = 'READ' AND C25-28 HOT =

MOVE C24-30 TO O-UACC
R-UACC

BLBB GO TO 01"-READ-NEXT.

WRITB PILE-OUT-RECORD.
ADD 1 TO .S-REeS-WRITTBN.
P...ORN 270-PRINT-REPORT-LINB.

0199-READ-NEXT.
READ PILB-IN

AT END MOVE 'Y' TO WS-END-TXNS-SW.
ADD 1 TO WS-RECS-READ.

'HOD' )

,_.

~iD paraqraphs of RACFUACC proqram
s.. accompanyinq disk for a complete copy of the proqram
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PROGRAM: RACFOACC INTERNAL AUDIT DEPARTMENT PAGB NO. 1
SUKKARY OF RACF LISTDSD

AS OP 02/2&/90
UNIVERSAL ACCESS GREATER THAN READ

POR PRODDCTION,SYSTEK , BACKUP DATASETS

DATA SET NAME PROFILE

BISY.SSM.%SMFDUMP* (G)
BHOR.SSA.DCSKKART* (G)
BHOR.SSA.DCSWHART* (G)
BNOR.SSK.DCSWHART* (G)
PIAR.SSK.CARMLKBX* (G)
PIPR.PFM.TLIB (G)
PIGL.PFM.TLIB (G)
PIRR.PPK.TLIB (G)
PISA.PFM.TLIB (G)
PDCB.SSA.VMMNDISK (G)
PDBR.PPM.TLIB (G)
PDJA.BSM.ENG* (G)
PDJA.BSM.ISD* (G)
PDJA.BSM.MFG* (G)
PDJA.BSM.RAD* (G)
PKCA.PFM.BOLDMAST (G)
PMOR.SSM.CONFRK* (G)
PHMK.PPK.TLIB (G)
PNOR.SSA.DCSKKART* (G)
PNOR.SSA.DCSWMART* (G)
PRD1.CCLIB (G)
PRD1.RJB.* (G)
PRD1.S0RCLIB (G)
SYS1.BRODCAST (G)
SYS2.SAR.SARD* (G)
SYS3.SARTEMP.* CG)

OACC

UPDATE
ALTER
ALTER
ALTBR
ALTBR

UPDATB
UPDATB
UPDATE
OPDATB

ALTER
UPDATE
UPDATE
UPDATB
UPDATB
UPDATE

ALTER
ALTER

UPDATB
ALTER
ALTER

UPDATB
UPDATE
UPDATB
OPDATB
UPDATB

ALTER

RECORDS READ =

VALID RECORDS =
29,591 ERRORS ENCOUNTERED =

690 RECORDS WRITTEN =
o

40

Sample output ot the RACFUACC program
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0100-PROCBSS.
IP C2-12 = 'INFORMATION'

MOVE C26-'4
KOVE SPACBS
MOVE C26-29
ADD 1

IP C12-18 = 'UPDATB ' OR
C12-18 = , ALTER ' OR
C12-18 ='CONTROL'

MOVE C2-9

HOVE C12-18

BLBB GO TO 01t9-READ-NEXT.

TO .S-DSK
TO WS-BIGBLBVBL
TO WS-BIGBLBVBL
TO Wa-VALID-RECORDS.

TO 0-U8BR
R-U8BR

TO O-ACCBSS
R-ACCBSS

I~ a-USBR = 'J ' OR
a-USBR = 'BATCB7 ' OR
a-USBR = 'BATCBG ' OR
a-USBR = 'BATeD ' OR
O-USER = 'BATCHS ' OR
a-OSER = 'CAOHS ' OR
a-OSBR = 'FAILURES' OR
O-OSBR = 'OPER ' OR
a-USBR = 'OPERl ' OR
a-USBR = 'OPBRATOR' OR
a-USBR =WS-HIGHLEVEL

GO TO 01"-READ-NEXT.

MOVE wa-DSN TO a-DaN
R-DSN.

WRITB PILB-OOT-RECORD.
ADD 1 TO .a-REea-WRITTEN.
PBRPORM 270-PRINT-REPORT-LlNE.

0199-READ-NEXT.
READ PILB-IN

AT END MOVE ' Y I TO WS-END-TXHS-SW.
ADD 1 TO wa-REea-READ.

Main paragraphs of RACFAOTH proqram
Se. accompanyinq disk for a complete copy of the proqram

- 14 -



PROGRAM: RACPAUTB INTBRNAL AUDIT DBPARTMENT
SUKMARY OF RACF LISTDSD AUTHUSER

ACCESS GREATER THAN READ
~OR PRODUCTION, SYSTEM , BACKUP DATASBTS

BY DBN
AS 01' 02/26/90

PAGB NO. 1

DATA SBT NAME PROFILB

BIPR.VCH.TAXCALC* (G)
BIPR.VCK.TAXCALC* (G)
BIPR.VCK.TAXCALC* CG)

.
PIPR.SSX.CCPRHRBR* (G)
PIPR.SSK.CCPRHRSR* (G)
PIPR.SSX.CCPRHRSR* (G)
PIPR.SSM.CCPRHRSR* (G)
PRD1.* (G)
PRD1 •• (G)
PRD2. * (G)
PRD2. * (G)
PRD2.* (0)
PRD2.* (G)
PRD2.* CG)
PRD2.* CG)

•
SYS1.PROCLIB (G)
SYS1.0ADS (G)
aYS1 •• CG)
SY82.AFP* (G)
SYS2.AFP* (G)
SYS2.CICS.* (G)
SYS2.CICS.* CG)
SYS2.CICS.* (G)

AOTHUSBR

TOP34
TPL57
TAC25

CPROl
TPL57
TAC25
CPR05
SYSl
TDO'
TED10
TPM41
TVR12
TFR97
SYSl
THtf06

BKCOMK
TFR97
JES2
BYS1
TPR97
SYSTEMS
SYSl
COMSOFT

ACCESS

ALTER
ALTBR
ALTBR

ALTBR
ALTBR
ALTB~

ALTER
ALTER

OPDATB
ALTBR
ALTBR
ALTBR
ALTER
ALTER

JPDATB

UPDATE
UPDATB
UPDATB

ALTBR
ALTBR

UPDATB
ALTER
ALTER

RECORDS READ =
VALID RECORDS =

29,591 ERRORS ENCOUNTERED =

690 RECORDS WRITTEN =
o

664

sample output of the RACPAOTH proqram
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PIPK.88H.C~PRBRSR· ~) CPR05 ALTBR
PIPlh8811~L8R. ~ G) CPR05 ALTER
PDBR. 8aA LABL3. ~ ) CP802 ALTER
PDRR. SSA LABL4* ~ Q) CPS02 ALTBR
PDRR. 8SA e, GBIIRS. (G) CPS02 ALTER
PDRR.8SA.IKAGBBRU* (G) CPS02 ALTBR
PDBR.SSA.IKAGBPRS* (G) CP802 ALTBR
PDRR.8SA.IKAGBPRU* (G) CPS02 ALTER
PDBR.SSK.IHPUT10U* (G) CPS02 ALTER
PDRR.88K.IHPUT25U* (G) CPS02 ALTBR
PDRR.VCK.RLP~ILB (G) CP802 ALTBR
PIPR.VCJI.II8AIB.* (Q) CPS02 UPDATB
PDBR.SSA.BR8LABL3* (G) CP803 ALTBR
PDBR.88A.BR8LABL4* (G) CPS03 ALTBR
PDBR.8SA.lMAGBIIRS* (Q) CP803 AL'l'BR
PDBR.8SA.IMAGBRRU* (G) CP803 ALTBR
PDBR.SSA.lMAGBPRB* (G) CPS03 ALTBR
PDRR.8SA.lKAGBPRU* (G) CPS03 ALTBR
PDRR.SSM.IHPUT100* (G) CPS03 ALTBR
PDBR.8SM.IBPOT25U* (G) CPS03 ALTBR
PDBR.VCM.RLPPILB (G) CPS03 ALTBit
PIPR.VCM.MSAIB.* (G) CPS03 UPDATB

•
,J'- {.

J~- " - J

PISS.· (G) TJ'R97 ALrii~\

PZSS.VCM.888IGHON (G) TFR97 ALTBR-~:
.... ro

PBSA.~SK.BPDSAC CG) TPR97 ALTBR
pms••· (G) TPR97 ALTBR
PR01. CCB·IST (G) TPR97 ALTBR
PRDl. PROCLIB (0) TPR97 ALTBR
PRD1.scimLIB (G) TPR97 AL'1'BR
PRD1.UTILI'1'Y CG) TJlR97 ALTBR
PRD1. V8AMDDC (G) TPR97 ALTER
PRD2.* (G) TPR97 ALTER
881.08.* (G) TPR97 ALTER
SYS2.APP* (G) TFR97 ALTER
SYS2.SYS.BACKOFF (G) TFR97 ALTER
SYS3.DADS.COHTROL (G) TFR97 ALTER
PISA.PPK.POCEXEC (G) TFR97 UPDATE
SY81.UADS (G) TPR97 UPDATB
SYSH.DOCUMENT.TBXT (G) TPR97 UPDATE

Sample sorted output of RACFAUTH proqraa
(UserID, Data Set Profile)

Used as input to the RACFAUT2 proqraa
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TO a-OSBR.

OlOO-PROCBSS.
I~ I-OSB. HOT =.S-USBR

HOVE WS-USER TO a-USBR
MOVE wa-coUNT TO a-COUNT
PERFORM 210-PRXNT-SUBTOT-LINB
HOVE 0 TO WS-COUNT
MOVE I-OSER TO .a-USBR
MOVE I-USBR TO R-OSBR

BLBB
MOVE SPACES

MOVB I-DSB TO R-DSN
HOVB I-ACCBSS TO R-ACCESS
ADD 1 TO wa-coUNT
PB~ORK 270-PRINT-REPORT-LlNE.

019 t - RBAD-NErr •
READ J'ILB-Ilf

AT BIID MOVE 'Y' TO ALL-TRANS-PROCESSED-SW.
I~ ALL-TRANS-PROCESSED-SW = 'N'

ADD 1 TO WS-RECS-READ
BLSB

GO TO 1000-TERMINATE.

Main paraqraphs of the RACFAUT2 program
Sa. accompanyinq disk for a complete copy ot the proqram
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)ROGRAM: RACPAOT2 INTERNAL AUDIT DEPARTMENT
SUMMARY OP RACP LISTDSD AOTBOSBR

ACCESS GREATER THAN READ
POR PRODUCTION, SYSTEM , BACKUP DATASBTS

BY USBR ID
AS 01' 02/26/90

PAGB NO. 1

AUTBUSBR

CPR05

CPR05

CPS02

CPS02

TPR97

TJ'R'7

RECORDS READ =

ACCESS

ALTER
ALTER

ALTER
ALTBR
ALTBR
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER

UPDATE

ALTER
ALTER
ALTER
ALTBR
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER
ALTER

OPDATB
UPDATE
UPDATB

664

DATA SBT NAME PROPILB

PIPR.8SM.CCPRBRSR* (G)
PIPR.SSM.CCPRBLSR* (G)

2

PDBR.SSA.BRBLABL3. (G)
PDHR.SSA.BRBLABL4* (G)
PDBR.SSA.IKAGBBRB* (G)
PDBR.SSA.IKAGBHRO* (G)
PDBR.SSA.lKAGBPRB* (G)
PDHR.SSA.lKAGBPRU* CG)
PDHR.SSM.IHPUT10U* (G)
PDHR.SSH.INPOT25U* (G)
PDHR.VCM.RLPPILB CG)
PIPR.VCK.MSAIB.* (G)

10

PISS •• (G)
PISS.VCH.SSSIGNOH (G)
PHSA.FSH.BPDSAC (G)
PKDB.* (G)
PRD1.CCHIST (G)
PRD1.PROCLIB (G)
PRD1.SCHDLIB (G)
PRD1.0TILITY (G)
PRD1. VSAHDDC (G)
PRD2.* (G)
SSA08.* (G)
SYS2.AI'P* (G)
SYS2.SYS.BACKOPF (G)
SYS3.DADS.COHTROL CG)
PISA.PFM.FOCEXEC (G)
SYS1.0ADS (G)
SYSH.DOCUMENT.TEXT (G)

17

RECORDS PRINTED = 664

sample output of the RACPAUT2 proqram
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READY
LISTUSBR * ,

USER=CACOl RANB=LIOHEL OIGAL OWNER=CAC ~~ CREATED=87.324
DEFAULT-GROUP=CAC PASSDATB=88.244 PASS-INTERVAL: 40
ATTRIBUTES=GRPACC·
REVOKE DATE=NOHB RESUME DATE=NOHE
LAST-ACCB88=88.2&4/13:42:08
CLASS AUTHORIZATIONS=NOHE
NO-IHSTALLATIOB-DATA
NO-MODBL-IIAJDI
LOGOIf ALLOWBD (DAYS) (TIXB) ..

---------------------------------------------ANYTIXB
CONNECT-OWNER=CAC COHRBCT-DATB=87.

LAST-COBHEC'l'=88 • 214/13.: 42 : 08

(TID)(DAYS)

AHYDAY
GROUP=CAC AUTJI=USB

COHRBCTS= 580 UACC=NOHE
COHRBCT ATTRIBUTBS=HOHE
REVOKE DATB=NOHB RESUME DATB=NOHB

SECORITY-LBVBL:HOHB SPBCIPIED
CATEGORY-AUTHORIZATION

NONE SPECIPIBD
USER=CAC02 NAME=MAORICB DLlMA

ATTRIBUTES=GRPACC
REVOKE DATB=NOHB RESUME DATE=NOHE
LAST-ACCESS=88.264/14:37:46
CLASS AUTBORIZATIONS=NONE
NO-INSTALLATION-DATA
NO-MODBL-NAMB
LOGON ALLOWED

OlfNBR=CAC CRBATBD=87.30a

ANYTIXB
CORRBCT-OlfNBR=CAC COBHECT-DATB=87.

LAST-COBHECT=88.2'4/14:37:4'

---------------------------------------------AHYDAY
GROUP=CAC AUTB=USB

CONHBCTS= 51. UACC=NONB
CONHBCT ATTRIBUTE8=NONB
REVOKE DATB=NOHB RESUKB DATB=NONB

SECURITY-LBVBL:NONB SPECIFIED
CATEGORY-AUTHORIZATION

NONE SPBCIPIBD
USER=CAC03 NAME=HELEN COYOCA OWNER=CAC CREATED=88.007

DEFAOLT-GROOP=CAC PASSDATE=88.228 PASS-INTERVAL: 40
ATTRIBOTES=GRPACC
REVOKE DATB=NONB RESUME DATB=NOHB
LAST-ACCBSS=88.259/14:1':41
CLASS AUTBORIZATIONS=NOHB

sample outpu ~ the LISTUSER command
Ose4 as input by tl. ~CFPINT, RACFUNNO I RACFATTR,

RACPCONH, RACFCONA, ..tACFGRP , RACPCLAS programs
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---------------------------------------------

----+----1----+----2----+----3----+----4----+----5----+----6----+----7--
----+----1----+----2----+----3----+----4----+----5----+----1----+----7--

----+----1----+----2----+----3----+----4----+----5----+----6----+----7--

CRBATED=87.324OlfNER=CAC

(TIME)

ANYTIME
COHNECT-OWHER=CAC COHRECT-DATE=87.

LAST-COHHBCT=88.264/13:42:08

LAST-ACCBSS=88.264/13:42:08
CLASS AUTBORIZATIONS=NONE
NO-INSTALLATION-DATA
HO-MODBL-HAMB
LOGOR ALLOnD (DAYS)

OSBR=CACOl HAMB=LIOHEL DIGAL

DBFAULT-GROUP=CAC PASSDATB=88.244 PASS-INTERVAL: 40
ATTRIBUTBS=GRPACC
RBVOD DATB=HONB RESUME DATB=NONB

READY
LISTUSBR *

ANYDAY
GROUP=CAC AOTH=OSE

CONKBCTS= 580 OACC=NONE
CONKBCT ATTRIBUTES=NONE
RBVOJtB DATE=NONE RESUME DATE=NONB

SECORZTY-LBVEL=NONE SPECIFIED
CATEGORY-AUTHORIZATION

000001
'100002
-~LS>

J03
=COLS>
000004
000005
000006
=COLS>
000007
000008
000009
000010
000011
000012
000013
000014
000015
000016
000017
000018
000019

Ruler line. applied to the output to determine column placement
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TO a-USBRID
a-OSBRID

TO R-CREATBD
a-CREATBD

TO WS-RBVOKBD-PLAG
TO .S-VALID-RECORDS.

I~ C13-19 = 'REVOKED'
HOVE 1 TO WS-RBVOKBD-PLAQ

GO TO 019'-DAD-DU.

I~ C2-12 = 'LAST-ACCESS' AND
C14-20 = 'UNKNOWN' AND
WS-RBVOKBD-PLAG =0

MOVB C14-20 TO O-LSTACCB88
R-LSTACCBSS

OlOO-PROCBSS.
I~ Cl-4 = 'USBR'

MOVE C6-39

MOVE C56-fi9

MOVE 0
ADD 1

ELSB GO TO 0199-READ-NEXT.

WRITB PILB-OCT-RECORD.
ADD 1 TO WS-RECS-WRITTEN.
PBRPORK 270-PRINT-REPORT-LlNE.

019'-READ-NEXT.
READ PILB-IN

AT END MOVE 'Y' TO ALL-TRANS-PROCBSSBD-SW.
IP ALL-TRANS-PROCESSED-SW = 'H'

ADD 1 TO WS-RECS-READ.

M-~D paraqraphs of the RACFUNNO proqrams.. accompanyinq disk for a complete copy of the proqram
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PROGRAM: RACFUNNO INTERNAL AUDIT DEPARTMENT PAGB NO. 1
OSBRIDS FROM THB RACP DATABASB

WHICH HAVE NEVER BEEN USED
AS OF 02/26/90

OSERID OSER HAKE LAST ACCESS DATE CREATED

CGAOl NAMB=MILT ASHFORD UNDOWN CREATED=89.258
CGA02 NAMB=BOB CANTER UNDOWN CREATED=89.258
CGA03 HAMB=DEHISB BARTONI UNDOn CRBATED=89.2S8
CPOO9 NUB::JIX POUST UNDOWN CREATBD=89.319
CP014 DIIB=LARRY RUPP UNDOWN CREATBD=89.235
CP024 IIAJOI=CINDY BBARD UNDOWN CREATBD=89.319
CP032 NAMB=KARY MORRISON UNKNOR CREATED=89.235
CP034 NAMB=CHARLBS STRICKLER UNKNOWN CRBA'1'BD=89.235
CP03' NAMB=PAT BACBTOLD UNDOWN CREATBD=89.2S8
CP040 NAKE=HAL MORRIS UNDon CREATBD=89.258
CP042 NAHB=CHARLIB SCHAD UNDOWN CREATBD=89.258
CP099 NAKE=CORP PORCHASING(GRP) UNKNOWN CRBATBD=89.251
PFTOl NAME=JUDY SCHWEITZER UNKNOWN CREATED=89.248
1'1''1'07 NAME=BARB WESTER UNKNOlfH CRBATED=89.248
FMF06 NAME=JOHN BARNABA UNKNOWN CRBATBD=89.320
FRL02 NAME=LYNN GILBERTSON UNKNOWN CREATBD=89.248
BCF02 NAME=RONDA TALLANT UNIQTOWN CREATED=8t.320
HPT03 NAME=BECKY STOCZ~SKI UNKNOWN CRBATED=89.248
BPA04 NAME=ANN SPRADLIN UNKNOWN CRBATBD=89.304
HPA05 NAME=VICKIB HAY UNKNOn CREATBD=S9.320
HPAO' NAME=LINH STOLLER UNKN01fH CREATBD=89.320
BPA08 NAME=SHERYL WARD UNKNOn CREATBD=89.320
HPB09 NAME=LANCE ANKROM UNKNOWN CREATED=89.320
BPB10 NAME=GREG TEMPLE UNKN010l CREATBD=89.324
BPK04 NAME=DONNA CRAFTON UNKNOWN CREATBD=89.320
BPKO! HAME=HANlt COOPER UNKNOWN CREATBD=89.320
BPEO' NAKE=DAN HEAD UNKNOWN CREATBD=89.320
BPL02 NAME=BILL REIMAN UNKNOWN CREATED=89.349
HPT04 NAME=TOM MALAGISI UNKNOWN CREATED=89.320
:DII08 NAME=TRACY STRANDBERG UNKNOWN CREATED=89.317
:D1129 NAME=JACKIE CAMPA UNKNOWN CREATED=89.317
:DII" NAME=BOB TOMCZYK UNKNOWN CREATED=89.319
:D1170 NAME=DENISE BOLLINGER UNKNOWN CREATED=89.320
:D1171 NAME=EDDIB CORRIB UNKNOWN CREATED=89.320
:D1172 NAME::JIX WOOD UNKNOWN CREATED=89.320

RECORDS READ =
VALID RECORDS =

19,805 ERRORS ENCOUNTERED = 0

1,055 RECORDS WRITTEN = 42

Sample output of the RACFUNNO proqram
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OlOO-PROCESS.

I~ 01-4 = 'USER'
MOVE 0
MOVE C6-39

ADD 1

TO WS-RBVOKED-FLAG
TO O-OSBRID

R-USBRXD
TO .S-VALID-RECORDS.

I~ C13-19 ='REVOKED'
MOVE 1 TO WS-RBVOKBD-FLAG.

II' C2-8 = 'DBI'AULT' AND CS7-S9 HOT =c: 90:) :2)
AND WS-REVOKED-FLAG =0

MOVE C57-S9 TO O-PIBTBRVAL
R-PIBTBRVAL

BLBB GO TO 01"-READ-NEXT.

WRITB FILE-OOT-RECORD
ADD 1 TO WS-RECS-WRITTER
PERFORM 270-PRINT-REPORT-LINB.

0199-READ-NEXT.
READ FILB-III

AT END MOVE 'Y' TO ALL-TRANS-PROCESSBD-SW.
IP ALL-TRANS-PROCESSED-SW = 'N'

ADD 1 TO WS-RECS-READ.

\..U~~
'1otJ#:. •i~~t.J)§oiJ;~
def.....l~ is.
u~~.~

-t6 ~,,,,,tfl~

Main paraqraphs of the RACFPINT proqram
Se. accompanyinq disk for a complete copy of the proqram
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PROGRAM: RACFPINT INTERNAL AUDIT DBPARTHBNT
SUMMARY O~ RACP LISTUSBR *

PUSWORD INTERVAL NOT EQUAL TO 90 DAYS
AS OF 02/26/90

PAQB HO. 1

USBRID ~ USER NAME

CAS03 HAME=BEIDB PILe
CA812 NAME=BYRON NICHOLS
CASl' NAME=PAUL BRUNET
CleST.ST NAME=CICS TEST SYSTEM
CLCO~ HAMB=CLCONP STe
CUW02 HAMB=TECNTR UHITED-WAY-TC
DBP1DBHl HAME=DB2 PROD STe
DBP1IRLK NAME=DB2 PROD STC
DBP1HSTR NAME=DB2 PROD STC
DBT1DBMl NAME=DB2 TEST STe
DBT1IRLM NAME=DB2 TEST STC
DBT1XSTR HAME=DB2 TEST STe
DITTO NAME=DITTO READ ONLY
DITTOC NAME=DITTO CART
DITTOTC NAME=DITTO TAPE TO CART
DITTOTT NAME=DITTO TAPE TO TAPB
GTF HAME=GTF STe
GTFVTAK NAME=GTPVTAK STC
IBHUSBR NAME=
ISPPLKP NAME=ISPP LIB MANAGEHBNT
J NAMB=INTBRNAL READER
JBS2 NAMB=JBS2 SUBSYSTEM
NET IfAME=NBT STe
NETVISW NAMB=NETWORK VIEW
RKT2 NAME=JES2 REMOTE 12
BAR HAME=SAR STC
8AR50 NAMB=SAR50 TEST
SUPRTRAC NAME=SUPRTRAC
SYS3U NAME=FOR SYS3 DATA SETS
SYS5U NAME=OPDATB SYSS NODE
TSO NAME=TSO STC
TSTRJB NAME=TEST RJB USER SUBMIT
TSTTOTAL NAME=TEST TOTAL
ZIBOI NAME=SERVICB DIRECTOR

PASS. INT.

40
40
40

KIA
RIA

40
KIA
If/A
KIA
RIA
KIA
HIA

40
40

RIA
NIl.

40
40
30

RIA' ·
40
40
40

RIA
HIA

40
lilA
NIA
KIA

40
40

KIA
40

N/A

RECORDS READ =
VALID RECORDS =

19,805 BRRORS ENCOUNTERED =
1,055 RECORDS WRITTEN =

o

193

Sample output of the RACFPINT proqram
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IICIA04028 JOB (DPCOROOOO,10"),'INTERNAL-AODIT-2',CLASS=A,
II HOTIPY=CIA04,MSGCLASS=X,TIME=(,15)
II· ** :••••••••*••**~.*************.****.*****************.*.***
11* *. M! lBR IKJE?TOl **
II. *. Tb~ BATCH TERMiNAL MONITOR PROGRAM **
11*.* FOR BATCH SUBMISSION OF TSO COMMANDS **
II· ** ••
11* **•••********.*****************•••****************••********.
//STBP010 BZBC PGM=IKJBFT01,DYNAMNBR=30
/ISYSTSPRT DD SYSOUT=*
/ISYSOUT DD SYSOUT=*
//SYST8IB DD •

SBTROPTS LIS'l'
II

lEAnY
SB'1'ROPTS LIST

~TTRIBOTE8 =IHITSTATS WHEN(PROGRAM) TBRMINAL(READ) SAUDIT CMDVIOL NOOPBRAUDIT
ITATISTICS =DATASBT DASDVOL GDASDVOL TAPBVOL TERMINAL GTBRMINL
~ODIT CLASSES =NOn
~CTlVE CLASSES =DATASET USER GROUP DASDVOL GDASDVOL TAPBVOL TBRMZHAL

GTERMINL TCICSTRN GCICSTRN PCICSPSB QCICSPSB ~ACILITY

PCICSPCT HCICSFCT JCICSJCT KCICSJCT DCICSDCT BCICSDCT
SCICSTST OCICSTST MCICSPPT NCICSPPT ACIC8PCT BCZCSPCT
PMBR PROGRAM TSOPROC ACCTNUM TSOAUTH CCICSCMD VCICSCMD

IENERIC PROPILB CLASSES = DATASBT
IBHERIC COMMABD CLASSES = DATASBT
IENLIST CLASSBS = BORB
lLOBAL CHECKING CLASSBS = DATASET TERMINAL
~CLIST CLASSB8 = ACCTNUM
~U'rOMATIC DATASBT PROTECTION IS NOT IN EFFECT
:HHANCBD GBNERIC HANING IS NOT IN EPPECT
~AL DATA SBT HAMES OPTION IS INACTIVE
·ES-BATCHALLRACP OPTION IS INACTIVE
·ES-XBMALLRACF OPTION IS INACTIVE
"ES-EARLYVERIPY OPTION IS ACTIVE
tROTECT-ALL OPTION IS NOT IN EFFECT
tAPE DATA SET PROTECTION IS INACTIVE
:ECURITY RETBNTION PERIOD IN EPPECT IS 1 DAYS.
:RASE-ON-SCRATCH IS INACTIVE
INGLE LEVEL NAMES HOT ALLOWED
lIST OP GROUPS AceBSS CHBCKING IS ACTIVE.
NACTIVE OSBRIDS ARB BRING AUTOMATICALLY REVOKED AFTER 90 DAYS.
'0 SE 0 BLL G DONE.
IASS.ORD PROCBS KG OPTIONS:

PASSWORD CHUG. III'l'BRVAL IS 90 DAYS.
8 GENERATIONS OW PREVIOUS PASSWORDS BEING MAINTAINED.

AFTER 5 CONSBCUTIVB UNSUCCESSFUL PASSWORD ATTEMPTS,
A tJSBRID WILL BB REVOKED.

PASSWORD EXPIRATION WARNING LEVEL IS 5 DAYS.
INSTALLATION PASSWORD SYNTAX ROLES:

RULB 1 LBNGTB(4:8) *****.*•
•

A-ALPHA C-CONSONANT L-ALPHANUM N-NUMERIC V-VOWEL W-NOVOWEL *-ANYTBING
NSTALLATIOH DBPINED RVARY PASSWORD IS IN EFFECT FOR THE SWITCH FUNCTION.
NSTALLATION DBPINED RVARY PASSWORD IS IN EFFECT FOR THE STATUS FUNCTION.
ECLEVELAUDIT IS INACTIVE

sample JCL , output for SETROPTS LIST Command
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OlOO-PROCESS.

IP Cl-4 = 'USBR'
NOn 0
Hon SPACBS
Mon Ci-39

ADD 1

IP C13-19 = 'REVOKED'
MOVE 1

TO WS-REVODD-PLAG
TO WS-GRPNAMB
TO O-USERID

R-OSERID
TO .S-VALID-RECORDS.

TO WS-RBVODD-PLAG
GO TO 0199-RBAD-MBX'l'.

TO O-ATTRIB
R-ATTRIB

IW C2-11 = 'ATTRIBUTBS' AND
WS-RBVODD.-FLAG =0 AND
(C13-42 NOT = 'GRPACC
C13-42 NOT = 'NOMB

MOVE C13-42

BLSB GO TO 0199-READ-NEXT.

WRITE PILE-OUT-RECORD
ADD 1 TO WS-RECS-WRITTEH
PERFORM 270-PRINT-REPORT-LlNE.

019'-READ-NEXT.
READ PILB-IN

AT BND HOVE Iyl TO ALL-TRANS-PROCESSED-SW.
IP ALL-TRANS-PROCESSED-SW = 'N'

ADD 1 TO .S-REeS-READ.

I AND, )

Main paragraphs of the ~.~FATTR program
Se. accompanyinq disk for a complete copy of the proqram
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PROGRAM: RACPATTR INTERNAL AUDIT DEPARTMENT
SUMMARY OP RACP LISTOSBR •

WBBRE USER ATTRIBUTB NOT = I'GRPACC"
AS OP 02/25/90

PAGB HO. 1

CAOMB RAHB=CA SCHEDULER
CIAOl HAMB=JOHH RALL
CIA04 RAHB=JOBH HAUSER
DKSAR NAMB=DMB STe AUTO RESTORE
DHSOS DJIB=DKS - DASD KANAGB
DRTTS' , RAHB=DRTT899 aTe
IBMUSBR NUB=
8S. RAHB=80PTSWITCH
TBel. RAMB=BILLY COSBY
TCV'2 RAMB=CBRIS VORIS
TPR97 RAMB=PRANK REBOR
TPR97 NUB=PRANK REHOR
TBJ90 NANB=BAZBL JACOBY
THK03 NAMB=HOWARD KWASHIEWSKX
THK03 NAMB=HOWARD KWASNIEWSKI
THWOI HAME=HANLEY WONG
TJC50 NAME=JOB CAMPISI

USBRID
.

08BR KAJIB ATTRIBUTB

OPBRATIOHS
AUDITOR
AUDITOR
OPERATIONS
OPBRATIONS
SPECIAL GRPACC
SPECIAL OPBRATIONS RBVOIED
OPBRATIONS GRPACC
SPBCIAL GRPACC
SPBCIAL GRPACC
SPECIAL GRPACC
AUDITOR
SPECIAL OPERATIONS GRPACC
SPECIAL OPERATIONS GRPACC
AUDITOR
UAUDIT
AUDITOR

17

aRECORDS READ =
VALID RECORDS =

19,805 ERRORS ENCOUNTERED =
1,055 RECORDS WRITTEN =

sample output of the RACFATTR proqram

- 27 -



OlOO-PROCESS.

I~ C1-4 = 'USBR'
HOVE 0
MOVE C6-J9

ADD 1

IP C13-1' = 'RBVOUD'
HOVE 1

TO WS-RBVOABD-PLAG
TO O-U8BRID

R-OSBRZD
TO WS-VALID-RECORDS.

TO WS-RBVOUD-FLAG
GO TO O19t-DAD-nu.

I~ 03-7 ='GROUP' AND 024-31 HOT = 'USB '
AND WS-RBVOUD-PLAG =0

MOVE C24-31 TO O-AUTB
R-AU'l'II

MOVE C9-1& TO O-GRPRAMB
R-GRPIfAMB

BLBB GO TO Olft-READ-NEXT.

WP.!TB FILE-QUT-RECORD
ALJ 1 TO wa-REeS-WRITTEN
PERFORM 270-PRINT-REPORT-Lln.

0199-RBAD-HBXT.
READ PILE-IN

AT END KOVE 'Y' TO ALL-TRAHS-PROCBSSBD-SW.
IF ALL-TRAHS-PROCESSED-SW = 'N'

ADD 1 TO WS-RECS-READ.

Main paragraphs of the RACFGRP programs.. accompanyinq disk tor a complete copy ot the proqram
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PROGRAM: RACFGRP INTERNAL AUDIT DBPARTMENT PAGB HO. 1
SUMMARY OF RACP LISTUSBR •

1IJIBRB GROUP AUTB 18 NOT EQUAL TO "USB"
AS 01' 02/2&/90

USBRID USER HUB GROUP NAME AOTB

ISXUSBR NAME= SY81 JOIN
IBKUSBR NAME= VSAMDSBT JOIN
IBXUSBR NAME= SYSCTLG JOIN
TCVl2 HAMB=CBRIS VORIS SYSl JOI.
TBDiG HAHB=BRZC DUNIPACB OPBR JOIH
THJIO NAME=BAZBL JACOBY SYSl JOI)f
THlt03 NAME=BOWARD KWASNIEWSKI BY81 JOIIf
TBK03 HAME=BOWARD KWASNIEWSKI SYSTBKS JOIN
THK03 HAME=HOWARD KWASNIEWSKI SYS2 JOIN
TPM41 NAME=PAT MCGEB OPBR JOIII
TPM41 NAME=PAT MeGEB OPBRl JOIN

RECORDS READ =
VALID RECORDS =

19,805 ERRORS ENCOUNTERED =
1,055 RECORDS WRITTEN =

o

11

sample output of the RACFGRP proqram
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OlOO-PROCESS.

IP Cl-4 = 'USBR'
HOVE 0
MOVE SPACES
HOVE SPACES

MOVB C'-39

ADD 1

XJI C13-1' - 'RBVODD'- HOVB 1

TO WS-RJlVODD-PLAG
TO WS-GRPHAMB
TO O-AUTB

O-GRPNAJIB
TO a-USBRID

R-OSBRID
TO WS-VALID-RJlCORDS.

To .S-RBVOKBD-~LAG
GO TO 019t-RJlAD-RBXT.

I~ C3-7 = 'GROUP'
AND WS-REVOltED-PLAG =0

MOVB C9-1& TO WS-GRPBAMB.

IP C5-22 = 'CONNECT ATTRIBUTES' AND
C24-30 NOT = 'NONE ' AND

WS-REVOltED-FLAG = 0
HOVE WS-GRPNAME TO O-GRPNAME

R-GRPNAMB
MOVE C24-30 TO O-COHNATTR

R-COHNATTR
BLSB GO TO 019t-READ-NEXT.

WRITB PILE-OUT-RECORD
ADD 1 TO WS-RECS-WRITTEN
PERFORM 270-PRINT-RJlPORT-LINB.

0199-READ-nrr.
READ PILE-IN

AT END HOVE 'Y' TO WS-END-TXNS-SW.
ADD 1 TO WS-RECS-READ.

Main paraqraphs of the RACFCONA proqram
Se. accompanyinq disk for a complete copy of the proqram
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PROGRAM: RACFCOHA INTERNAL AUDIT DBPARTHBNT
SaKMARY OP RACP LISTOSBR *

WBBRB CONNECT ATTRIBOTB IS GT IIHOIIBI.
AS 0 .. 02/26/90

PAGB NO. 1

USERID USBR HAMB

DPS NAME=DPS STC
FALCON NAME=PALCOH STC
GTP NAME=GT~ STe
GTPVTAX NAIIB=GTJ'V'1'lUI STe
J NAMB=INTBRKaL RBADBR
JES2 NAIIB=JB82 SUBSYSTBN
NCC~B NAKB=.CC~B STe
NET NAMB=NBT ITe
RPM NAMB=HPJI ITe
PRDTOTAL HAMB=PROD TOTAL
gXPWTR NAMB=PROD RDIlS
QXTWTR HAXB=TBST RDMS
RMP NAXB=RMP aTe
BAR NAME=SAR aTe
TDG07 NAME=DAVB GRAVES
TDI04 NAMB=DAVB IRISH
TED10 NAME=BRIC DUNXPACE
THE03 NAME=BOWARD KWASNIEWSKI
THEO 3 NAME=BOWARD KWASNIEWSKI .
THE03 HAME=BOWARD KWASNIEWSKI
TBWO& NAME=HANLBY WONG
TKP14 NAME=IEK PARELLO
TMSINIT NAME=THS INITIALIZATION
'~PM41 NAME=PAT MCGEB

PM41 NAME=PAT MCGEE
TSO NAME=TSO STC
TSTTOTAL NAME=TEST TOTAL

GROUP NAME

SYSTEHS
SYSTEMS
SYSTEMS
SYSTBMS
SYSTEXS
SYSTEXS
SYSTEMS
SYSTEMS
SYSTBMS
SYSTEXS
SYSTEMS
SYSTEMS
SYSTEMS
SYSTEMS
SYSTEMS
SYSTEMS
OPER
SYSl
SYSTEMS
SYS2
SYSTEMS
SYSTEMS
SYSTEMS
OPER
OPERl
SYSTEMS
SYSTEMS

CONNECT ATTR.

GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
GRPACC
aRPACC
GRPACC
GRPACC
SPECIAL
SPBCIAL
SPECIAL
GRPACC
aRPACC
GRPACC
SPBCIAL
SPECIAL
aRPACe
GRPACC

RECORDS READ =
VALID RECORDS =

19,805 ERRORS ENCOUNTERED =
1,055 RECORDS WRITTEN =

o

27

sample output of the RACFCONA program
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OlOO-PROCBSS.

I~ C1-4 = 'USBR'
MOVE 0
MOVE SPACES
MOVE SPACES

HOVB C6-39

ADD 1

I:r C13-1' = 'RBVOKED'
HOVE 1

GO
I:r 03-7 - 'GROUP'-

AND .S-REVOKED-PLAG =0
MOVE C9-16

TO .S-REVOKED-PLAG
TO WS-GRPNAMB
TO O-AUTB

O-GRPHAMB
TO a-USBRID

R-OSBRID
TO .a-VALID-RECORDS.

TO WS-RBVOKBD-PLAG
TO 0199-READ-NEXT.

TO WS-GRPNAMB.

IP 05-12 = 'CONNECTS' AND (C27-34 NOT = 'NONE
C27-34 NOT = 'READ

AND WS-REVOKED-PLAG = 0

, AND
, )

** REXOVE NErr LINE 1P YOU WANT ALL GROUP CONNECT POSSIBLB
* REGARDLESS OF USB

AND C14-19 NOT =' 00'
•

MOVE C27-34 TO O-AUTB
R-AtJTB

MOVE WS-GRPHAME TO O-GRPNAMB
R-GRPNUB

MOVE C14-1' TO O-CONNBCT8~

a-CONNECTS
BLBB GO TO 0199-READ-NEXT.

WRITE FILE-OUT-RECORD
ADD 1 TO .S-RECS-WRITTEN
PERFORM 270-PRINT-REPORT-LINE.

0199-READ-NEXT.
READ PILE-IN

AT BND MOVE 'Y' TO ALL-TRANS-PROCESSED-SW.
IF ALL-TRANS-PROCBSSBD-SW = 'N'

ADD 1 TO .a-RECS-READ.

Main paraqraphs of the RACFCOHH proqram
See accompanyinq disk for a complete copy of the proqram
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PROGRAM: RACFCOHlf INTERNAL AUDIT DEPARTMENT
SUMMARY OP RACP LISTUSBR •

1IJIBRB CONNECT OAce IS GT "DAD"
AS 01' 02/2&/90

PAGB HO. 1

CAOHS NAHB=CA SCHBDULER
CATU NAHB=ALLOW CATALOG UPDATB
GTF NAHB=GT~ STC
GTFV'l'AlC NAIIB=GTFVTAlC aTe
J HANB=INTBRKAL DADBR
JB82 NAIIB=JB82 SUBSYSTBK
lIB'! HUB=nT 8TC
RPM NUB=HPK 8TC
PRDTOTAL NAKB=PROD TOTAL
RMJ' NUB=RMJI STe
BAR NAMB=8AR STC
TBC39 HAME=BRIAN CHIHlf
TDB" NAHB=DOH BRUNS
TDe88 NAME=DOH CBBSBROUGR JR.
TOGO? NAME=DAVB GRAVES
TDL35 NAME=DOUG LAUGHMAN
TBD10 NAME=ERIC DUNIPACB
THJ90 NAME=HAZBL JACOBY
THE03 HAME=BOWARD KWASNIEWSKI
TBK03 KAMB=BOWARD KWASNIEWSKI
TLP17 NAMB=LBHA FEDBRICK
TLP17 NAME=LBHA FBDBRICK
THG42 NAMB=MID GRANADOS
~KSI~IT NAME=TMS INITIALIZATION
lOP34 NAMB=PRINTBR OPBRATOR
TOP34 NAMB=PRINTER OPBRATOR
TOPS9 NAHB=CONSOLB OPBRATOR
TOPS9 HAHB=CONSOLB OPERATOR
TOPS9 NAME=COHSOLB OPBRATOR
TPM41 NAME=PAT MCGEE
TPM41 NAME=PAT MCGEB
TPS15 HAME=PAT SANTIAGO
TSMS 6 HAHB=SOXA KADHVARAJA
TSO HAME=TSO STC
TSTTOTAL HAHB=TEST TOTAL
TTS58 RAME=TILLIB SBORT
TVR12 HAMB=VIHCB RZVAS

USERID USBR DId GROUP

SYSTBJUI
CATALOG
SYSTBK8
SYSTBX8
SYSTBX8
SYSTBX8
SYSTBKS
SYSTBKS
SYSTBKS
SYSTBX8
SYSTBX8
DBA
DBA
TELBCOMJI
SYSTEXS
OPBR
OPER
SYSl
BYS1
SYSTEXS
OPBR
OPERl
DBA·
SYSTBX8
OPER
TERMOPBR
OPBR
TBRMOPBR
OPBRl
OPER
OPERI
OPER
DBA
SYSTEMS
SYSTEMS
OPBR
OPER

con. UACC

OPDATB
OPDATB
UPDATB
UPDATB
UPDATB
UPDATB
UPDATB
UPDATB
UPDATB
UPDATB
UPDATB
ALTBR
ALTER
UPDATB
UPDATB
OPDATB
ALTBR
ALTBR
ALTBR
ALTHR ~

UPDATB
UPDATB
ALTBR
UPDATB
UPDATB
OPDATB
UPDATB
UPDATB
OPDATB
ALTBR
ALTBR
UPDATE
ALTER
UPDATB
UPDATE
UPDATB
ALTER

CONNECTS

4,200
478

32
la,

9,408
730
741
795

2,5"
670
786

2,204
3,234
3,80'

414
'88

1,213
8,149

22,190
02

7,"0
1,13'

218
C556

02
2,087

05
8,899
2,993
4,768
4,019
3,651
2,1'2

726
1,533
1,047

12,295

RECORDS READ =
VALID RECORDS =

19,805 ERRORS ENCOUNTERED =
1,055 RECORDS WRITTEN =

o

47

sample output of tbe RACPCOHH proqraa
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OIOO-PROCESS.

I~ 01-4 = 'U8B2'
Mon 0
KOVB SPACES
Mon C6-39

ADD 1

TO .S-REVOKED-PLAG
TO WS-GRPNAMB
TO O-U8BRID

R-U8BRID
TO WS-VALID-RECORDS.

IP C13-1' = 'REVOKED'
Mon 1 TO WS-RBVOKED-PLAG

GO TO 0199-READ-OXT.

* '12345'78901234567890'
I~ C2-21 ='CLASS AUTHORIZATIONS' AND

C23-28 HOT = 'ROD' un
WS-RBVOKED-PLAG =0

MOVB C23-28 TO O-CLAUTH
R-CLAUTB

BLSB GO TO 0199-READ-NEXT.

WRITE FILE-OOT-RECORD
ADD 1 TO wa-RECS-WRITTEN

PERFORM 270-PRINT-REPORT-LINB.

019t-READ-Oft.
READ JlILB- IN

AT 81m MOVB 'Y' TO ALL-TRANS-PROCESSED-SW.
I~ ALL-TRAHS-PROCESSED-SW =. 'N'

ADD 1 TO .S-RECS-READ.

Main ~araqraphs of the RACFCLAS proqram
Se. accompany1Dq disk for a complete copy ot the proqram
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PROGRAM: RACFCLAS INTERNAL AUDIT DBPARTMBKT
SUMMARY O~ RACP LISTUSBR *

1IBBRB CLASS AUTH NOT =".00"
AS 0 .. 02/2'/90

PAGB NO. 1

USBRID USB.....

TED10 NAMB=BRIC DUNIPACB
TPM41 NAMB=PAT MCGEB

CLASS AUTR.

USBR
USER

RECORDS READ =
VALID RECORDS =

19,805 BRRORS BNCOUHTBRBD =
1,055 RECORDS WRITTEN =

o

2

sample output of the RACPCLAS proqraDl
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SC28-1340-4

SC28-0733-S

VIII. PAYBACKS OF AUTOMATING THE RACF AUDIT

* Efficient at the time of review

* Rerun or follow up can be done at any time

* Can be useful to data security personnel or
systems programmers

* Improves the image-of auditors as "value added"
consultants

IX. HOW TO GET STARTED

1. The companion disk "RACF AUDIT UTILITY PROGRAMS"
has complete COBOL source code, JCL & execution
procedures for the programs described in this
presentation.

2. Get the AUDITOR attribute assigned to your TSO
userid. (What? You don't have a TSO id!!
You've never logged on to your company's
mainframe? What better reason to start!)

3. Don't be afraid to open the IBM RACF manuals.
The most helpfUl ones are:

COMMAND LANGUAGE REFERENCE MANUAL
pp. 3-87 -- 3-101

SECURITY ADMINISTRATOR'S GUIDE
Chapters 3 & 4

The AUDITOR'S GUIDE (SC28-1342-4) discusses the
Data Security Monitor (DSMON) and the RACF
Report Writer (RACFRW) at length.

4. Call me if you get stuck or have a question.
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INTERNAL AUDIT DEPARTMENT
EXECUTION PROCEDURE
RACF AUDIT SOFTWARE

GENERAL TASKS

1. Ensure that your TSO userid has the AUDITOR attribute
assigned to it. Without this attribute, the RACF LISTDSD,
LISTUSER & SETROPTS commands will not execute correctly.

2. Print out the .AUD & .TXT files from the floppy disk.

3. Create source and load libraries for the COBOL programs.

4. Create a JCL library for the JCL members.

5. Upload files from floppy disk to the appropriate
libraries. See FILES.TXT for the contents of the disk.

6. Review JCL members for necessary modifications: JOBCARD,
JOBLIB & high level dataset name qualifiers.

7. Determine what the high level qualifiers are for
production, system &"backup dataset names at your company.
Modify the LISTAUTH and LISTDSD JCL members as necessary.

8. Determine what the userids of the production schedUler,
internal reader and console operators are. Modify the
RACFAUTH COBOL program to exclude these userids from being
reported.

9. Determine what the installation defined password change
interval is. This can be found by running SETROPTS.JCL.
Modify the OlOO-PROCESS paragraph of the RACFPINT COBOL
program accordingly.

10. Insert company name in report headings in all COBOL
programs.

11. Compile & link all COBOL programs. Check that the return
code from the link step is 00.
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JCL APPBNDIX

·................JCL to execut. RAC~ commands
LISTDSD•••••••
LI8TUSBR••••••••••••••••

·.... PAGB
Al
A2

JCL to execute audit software
RACFUACC. .. .... ·.... A3
RACPAUTB••• .. ·....·.... A4
RACPAUT2 •• .... AS
RACI'UHNO •• ...... ... A'
RACPPINT ••• .... ·. ·...·... A7
RACPATTR•• ·.... .. ·....·...·... A8
RACPCONA•• ·... ·..·....·.... At
RACJlCONH•• ·........• • ·....... A10
RACJlCLAS. ... ·... A11
RACPGRP ••• ·... ...·... ·... A12



&e~3~

·p{O&.ch~
.S~~

.~

II

//CIA04028 JOB (DPCOROOOO,1076),'INTERNAL-AUDIT-2',CLASS=A,
II NOTIFY=CIA04,MSGCLASS=X,TlME=(,15)

11··*****···············*····*··*···*··*···*···*····*·*II. DBLETB OUTPUT BBFORE EXECUTION

11··················*·*········**·**···*····*····**···*/IDEL BXBC PGM=IEFBR14
IIDD1 DD DSH=CIA04.IKJEFT01.LISTDS P AUTHUSER,
II DISP=(MOD,DELETE),UNIT=SYSALL ACE=(TRK,(O»
/ISYSPRINT DD SYSOUT=*
/*
II· *****••*************************************••**************11* ** MEMBBR IKJEFTOl **
II. ** T80 BATCH TERMINAL HONITOR PROGRAM **
II. ** POR BATCH SUBMISSION OF TSO COMMANDS **
II· .******.*••************************************** **********
IISTBP010 BZBC PGM=IKJBPT01,DYNAMHBR=30
//*YSTSPRT DD SYSOUT=*
IISYSOUT DD SYSOUT=*
//SYSTSPRT DO DSN=CIA04.IKJEFT01.LISTDS~AUTHUSER,
II ONIT=TEST,
II DISP=(NEW,CATLG,DELETE),
II SPACE=(TRK,(200,lO),RLSE),
II OCB=(LRECL=80,BLKSIZE=11440,RECFM=FB)
IISYSTSIN DD *

LISTDSD PREFIX P) AUTHUSER

npl. JCL for the LISTDSD command
I.Dqes needed:
BeARD line.
IT= lines
;hlevel qualifiers of dataset names from CIA04 to your userid
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IICIA04028 JOB (DPCOROOOO,107,),'IRTBRHAL~AUDIT-2/,CLA88=D,

II HOTI~Y=CIA04,KSGCLA88=Z,TIKB=(,15)

11··················································*··1/* DBLBTB OO'l'pn B.~RB BXBCO'l'IOK

11···························*·························IIDBL .%Be PGK=IBPBR14
I/DDl DD DSR=CIA04.IKJBPT01.LISTUSBR,
II DISP=(MOD,DBLBTB),UBIT=8YSALLDA,8PACB=(TRK,(O»
IISYSPRIHT DD 8YSOOT=.
I·
II· ****.*••••*••••*****.*******.***.***********************••**.
1/*.. KBJIBB. IUBJIT01.. *.
II. ** TSO BATCH TBRH:IHAL MONITOR PROGRAJI **
II... ~R BATCH SUBMISSION OP T80 COMMARD8 *.
II· ••••••••••••••••••••*.***•••••••***•••••••*••••**••••••*.*•••
IISTBPOlO .%Be PGK=IUBPT01,DYHAMBBR=30
//*Y8TSPRT DD 8YSOUT=*
I/SYSOO'l' DD SYSOOT=*
/ISYSTSPRT DD DSN=CIA04.IKJEFT01.LISTUSER,
II UNIT=TEST,
II DISP=(NBW,CATLG,DELBTB),
II SPACB=(TRK,(200,lO),RLSB),
II DCB=(LRBCL=80,BLKSIZB=11440,RBCFK=PB)
//SYSTSIH DD *

LISTUSBR *
II

~pl. JCL for the LZSTUSBR command
LaDq.. n••ded:
)BCARD liD••
IIT= lin••
~hl.vel qualifiers of dataset names trom CIAO~ to your userid
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00100
00200
00210
00220
00230
00240
00250
00260
00270
00280
00290
00300
00400
00500
00600
00700
00800
00900
01000
01100
01200
01300
01400
01500
01600
01700
01800
01900
02000
02100
02200
02300
02400

//CIA04028 JOB (DPCOROOOO,107'),'INTERNAL-AUDIT-2',CLASS=A,
II NOTI~Y=CIA04,XSGCLAS8=X,TIMB=(,10)

/IJOBLIB DD DSH=CIA04.LOAD.COBOL,DISP=SBR

11··*···················*····*·**···*··············***·II. DBLBTB OUTPUT BBPORE EXECUTION

11··············*···*·····*·····****··**·····*····***·"/IDBL BXBC PGK=IBFBR14
I/DDl DD DSN=CIA04.RACP.LZSTDSD.UACC,
II DISP=(MOD,OELETB),UHIT=SYSALLDA,SPACB=(TRK,(O»
IISYSPRINT DD SYSOOT=*
I"
11·····················*·········*······*·············.*.***************II.. PROGRAM ID: RACFUACC COBOL VERBIO.
II". AUDIT DBPARTMENT PROGRAM:
11···**·*********************************·****·*******••••**************
/ISTBP040 _XBe PGM=RACFUACC
IISYSOUT DD SYSOUT=* • SYSTBN MESSAGBS
I/SY8K8G DD SYSOUT=*
//SYSPRINT DD SYSOOT=*
I/PRINT DD SYSOOT=* * REPORT paxNT
I lIN DD DSN=CIA04. IKJEFT01. LISTDS~AUTBUSER, . ?,....octd
II DISP=SHR l~~_
II DD DSN=CIA04.IKJEFT01.LISTDS~AUTBUSER, .S,~~
II DISP=SBR I~.~~l~
II DD DSN=CIA04.IKJEFT01.LISTDS~AUTBUSER, .~
II DISP=SHR
IloUT DD DSN=CIA04.RACF.LISTDSD.OACC,
II UNIT=TEST,
II DISP=(NEW,CATLG,DELETB),
II SPACE=(TRK,(100,10),RLSB),
II DCB=(LRECL=48,BLKSIZE=11424,RECFH=PB)
//******************************.********************.*.****************
/*

lple JCL for the RACFUACC proqram
LDqe. n••ded:
ICARD liD.. 100 , 200
SLIB line 210
:T= line.
rblevel qualifiers of dataset names trom CIA04 to your userid
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000100//CIA04028 JOB (DPCOROOOO,107'),'INTBRHAL-AUDIT-2',CLASS=A,
'0200 1/ ~Z~Y=CIA04,KSGCLAB8=Z,TIMB=(,10)

110 //JOBLIB ' DD D8B=CIA04.LOAD.COBOL,DISP=8KR
~ J220 1/••••••••••••••••••···**·······**********··········**·
000230 1/. D.LB~B O~~UT BB~ORB B%BeUTIOR
000240 1/••••••••••••••••*.*·**•••·······**·····**····*···***·
000250 I/DBL B%Be PGK=IBPBR14
0002'0 I/DDl DD DSH=CIA04.RACP.LISTDSD.AUTBUSBR,
000270 II DISP=(HOD,DBLBTB),UNZT=8YSALLDA,8PACB=(TRK,(O»
000280 IISYSPRZNT DD SYSOUT=*
000210 /*
000300 11••••••••••••••·.············*············*······.···...*•••••••••**••
000400 II.. PROGRAK IDa RACPAUTB COBOL VBRSIOH
000500 II.. AUDIT DBPARTMBNT PROGRAK:
000'00 11••••••••••••··.·.·····*··*····*·*··*·***···.····...·..*******.*••***
000700 IIST.P010 .%Be PGN=RAC~AUTH

000800 1/8YSOUT DD 8Y80UT:. * 8YSTBK KBSSAGBS
000100 I/SYSKSG DD SYSOUT:*
001000 IIIYSPRINT DD SYSOUT=*
001100 /IPRINT DD SYSOUT=* • RBPORT PRINT
001200 III. DD DSN=CIA04.IKJEFT01.LISTDSDP.AUTBUSBR,
001300 II DISP=SBR
001400 II DD DSH=CIA04.IKJEPT01.LISTDSDS.AUTBUSBR,
001500 /1 DISP=SBR
001100 II DD DSB=CIA04.IKJBPT01.LISTD8DB.AUTBUSBR,
001700 II DISP=SHR
001800 IloUT DD DSN=CIA04.RACP.LISTDSD.AUTBUSBR,
001900 II UHIT=TEST,
002000 II DISP=(NEW,CATLG,DBLBTB),

'2100 II SPACB=(TRK,(100,10),RLSB),
I 00 1/ DCB=(LRBCL=55,BLKSIZB=11440,RECPH=PB)
o~ ~oo 1/•••••••••••••***.****.******••**•••********.**•••••*••*********•••••
b02400 /*

pl. JCL for the RACPAUTB proqram
anq.. n••ded:
BeARD lin.. 100 , 200
BLIB line 210
~ lin••

vel qualifiers of dataset names froa CIA04 to your us.rid
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BDC PGK=SORT
DD SYSOUT=A
DD DSN=CIA04.RACP.LISTDSD.AUTBUSBR,

DISP=8BR
UHIT=8YSDA,SPACE=(CYL,(10,10)"CONTIG)
UNIT=SYSDA,SPACE=(CYL,(10,10)"COHTIG)
UNIT=SYSDA,SPACB=(CYL,(10,10)"CONTIG)
DSN=CXA04.RACP.RACFAOT2.IH,

DIBP=(NEW,CATLG,DELETE),
UNIT=PTSO,
SPACE=(TRK,(10,l),RLSB),
DCB=(RECPM=FB,LRECL=55,BLKSIZE=8855)

DD *
PIELDS=(41,8,A,1,40,A),PORMAT=CB

/ICIA04028 JOB (DPCOROOOO,107'),'INTERNAL-AUDIT-2',CLASS=A,
II NOTI~Y=CIA04,KSGCLASS=X,TIHB=(,10)
I/JOBLIB DD D8H=CIA04.LOAD.COBOL,DISP=SHR

11·······················****········****····****·*****II. DBLBTB OUTPUT .BBPORB BXECUTION

11····*··················*···**·················*·**··*IIDBL B%BC PGK=IEPBR14
IIDDI DD DSN=CIA04.RACP.RACFAUT2.IH,
II DISP=(MOD,DBLBTB),UHIT=SYSALLDA,SPACE=(TRK,(O»
I/SYSPRINT DD SYSOUT=*
I·
/ISTBP01
I/SYSOUT
IISORTIN
/1
//SORTWKOl DD
I/SORTWlt02 DD
/ISORTWK03 DD
I/SORTOUT DD
II
II
II
II
I/SYSIlf

SORT

1*11··*··**··*·····**·**·***·**·····*·*·*····*··**······ .**••*******••***.II.. PROGRAM ID: RACPAOT2 COBOL VERSION
II.. AUDIT DEPARTMENT PROGRAM:

11·····*·····*··***·····*·········*················*··*********.********IISTBP010 BXBC PGK=RACFAOT2,COND=(4,LB)
//SYSOUT DD SYSOUT=* * SYSTBM MESSAGES
//SYSKBG DD SYSOUT=*
IIBYSPRINT DD SYSOUT=*
IIPRINT DD SYSOOT=*,COPIES=2 * REPORT PRINT
I/IN DD DSN=CIA04.RACP.RACFAOT2.IN,
II DISP=SHR

11·····················*·*···*·*·**·········*···*····*******************1*II

pIe JCL for the RACFAOT2 proqram
nqe. ne.ded:
CARD lin.. 100 , 200
LIB line 210
T= liD••
hl.vel qualifiers of dataset names from CIA04 to your userid
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0001001/CIA04028 JOB (DPCOROOOO,107'),'INTBRHAL-AUDIT-2',CLAS8=A,
~~0200 II ~IWY=CIA04,K8GCLAS8=Z,TIKB=(,10)

210 /IJOBLIB DD DS-=CIA04.LOAD.COBOL,DI8P=SHR
, 220 II ••••••••••••••••••••• ••••••••••••••••••••••••••••••••
000230 /1. DBLB'fB OftPtrr B.~RB BDeUTIOR
000240 1/••••••••••*••**••••••••••••••••••••••••••••••••••••••
000250 I/DBL .DC PGK=I.~BR14

000210 IJDDi DD D8B=CIA04.RAC~.LI8TU8.R,

000270 II DISP=(KOD,DBLBTB),URIT:8YSALLDA,SPACB=(TRK,(O»
000280 IIIY.PRINT DD SYSOUT=*

0002'0 '*
000300 I/••••••••••••••••*••··**·.··.·*··~····..*••••••*.*••••••••••••••••••••••
000400 //.. PROGRAM IDI RAC~URHO COBOL VERBIO.
000500 II.. AUDIT DBPARTMBBT PROGRAMI
000'00 1/•••••••••••••••••••••••*****·**·••• •••••••••••••••••••••••••••••••••••
000700 IISTBPOlO .DC PGK=RACPURHO
000800 IIIY80UT DD 8YSOUT=* • 8YSTBK KB88AGBS
000'00 1/8YSMSG DD 8YSOUT=.
001000 IISYSPRXHT DD BYSOUT:.
001100 I/PRIHT DD SYSOUT=. • RBPORT PRI~

001200 IIIB DD DSR=CIA04.IKJBPT01.LISTOSBR,
001300 1/ DISP=SBR
001400 /IOUT DD DSH=CIA04.RACP.LISTUSBR,
001500 II UHIT=TBST,
001100 /1 DXSP=(NBW,CATLG,DBLETB),
001700 /1 SPACB=(TRK,(100,10),RLSB),
001800 /1 DCB=(LRECL=55,BLK8IZB=8855,~C~~B) .
001900 1/••*•••••••••••••••••••*••••••••••••••••••••••••***••••••••••••••••••••
002000 /*

sapl. JCL for the RACFUHHO proqram
tlanq•• n••ded:
JBCARD liD.. 100 , 200
JBLIB line 210
'--'1'= lin••

evel qualifier. of dataset names fro. CXA04 to your useri4
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~0100 //CIA04028 JOB (DPCOROOOO,10"),'IHTBRNAL-AODIT-2',CLASS=A,
~0200 II HOTIWY=CIA04,MBGCLASS=X,TIMB=(,10)
~0210 IIJOBLIB DD DSH=CIA04.LOAD.COBOL,DISP=SHR
~0220 11.**.*••••••••••••••··**·············*···**····**··*••
~0230 II. DBLBTB OUTPUT BBFORE BXECUTION
t0240 11••••••••••••••••••••*.****.*·*···*····.**··.***•••••*
10250 //DBL B%Be PGM=IEFBR14
10260 I/DDl DD DSN=CIA04.RACP.LISTUSER.PIHT,
t0270 II DISP=(KOD,DBLETB),UNIT=SYSALLDA,SPACE=(TRK,(O»
~0280 I/SYSPRIHT CD SYSOOT=*
~02'O I.
t0300 I/••••••••••••*••*••*.*.*.*******.*~********.*********.*.*******.*e*****
t0400 I Ie. PROGRAM ID: RACPPIHT COBOL VERSION
t0500 II.. AUDIT DBPARTMBHT PROGRAX:
t0600 1/.***•••••••***•••••••**.*•••************•••*******•••••••••••••*******
t0700 //STBP010 B%Be PGM=RACFPIHT
tOIGO IISY80UT DD SYSOUT=* * SYSTBX MB88AGB8
tOIOO IISYSXSG DD 8YSOUT=.
11000 118YSPRIHT CD SYSOUT=*
11100 / /PRINT DD SYSOUT=* * REPORT PRIHT
11200 IIIN DD DSN=CIA04.IKJEFT01.LISTUSER,
11300 / / DISP=SHR
11400 /IOUT DO DSN=CIA04.RACF.LISTUSER.PINT,
11500 II UNIT=TEST,
11600 II DISP=(NEW,CATLG,DELETB),
1700 II SPACE=(TRK,(100,10),RLSB),
'1800 1/ DCB= (LRECL=41,BLKSIZB=1143'-,RECPX=PB)
1900 11.*••••••*•••••**.*.*•••••*••••••••**.****••***•••*.***.***************
2000 /*

~l. JCL for the RACFPINT proqram
tlq8. needed:
~ARD lin.. 100 , 200
1:.18 line 210
1'= line.
~level qualifiers of dataset Dames from CIA04 to your userid
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n00100 //CIA040Z8 JOB (DPCOROOOO,107,),'IBTBRHaL-AUDIT~21,CLA88=A,

. -,00 / / IJO'fIn=CIAO 4 , Jl8GCLaS8=X, TIXB= ( , 10 )
~10 /IJOBLIB DD DSII=C:IA04.LOAD.COBOL,DI8P=8JDt

00u220 II••••••••••••••••••••••••••••••••••••••••••• ••••••••••
000230 I I. DBLBH OUTPUT 8B:rOU BDCUTIOB
000240 II•••••••••••••••••••••••••••••••••••••••••••••••••••••
000250 //DBL .DC PGH=IB:rBR14
0002'0 //DDl DD D8B=CIA04.RAC~.LI8TUSBR.ATTR,

000270 II DI8P=(KOD,DBLBTB),UBIT=8YSALLDA,SPACB=('1'U,(O»
000280 1/8YSPRIBT DD SYSOUT=.
0002'0 '*000300 I/•••••••••••••••••••••••••••••••••~•••••••••••••••••••••••••••••*****••
000400 lIe. PROGUII IDa R&CJlA'1"1'R COBOL VBRSIOB
000500 1/.. AUDIT DBPARTKBBT PROGRAMs
000'00 //••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••
000700 IIST.POIO .DC PGH=RAC~ATTR

000800 /laY80UT DD SYSOUT=* • 8YSTBK KB88&98S
000'00 /ISYSJI8G DD SY80UT=*
001000 IISY8PRIBT DD SYSOUT=*
001100 I/PRIBT DD SYSOUT=* • UPORT PRIBT
001200 I/IB DD DSH=CIA04.IKJBPT01.LISTUSBR,
001300 /1 DISP=SBR
001400 IIOUT DD DSR=CIA04.RACP.LISTUSBR.ATTR,
001500 II UHIT=TBST,
001100 II DISP=(NBW,CATLG,DBLlTB),
001700 II SPACB=(TRK,(100,10),RLSB),
001800 II DCB=(LRBCL=",BLK8ZIB=8844,UCFH=~B)
D01900 //••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••
n02000 1*

~pl. JCL for the RACPATTR proqram
LaDq.. ne.ded:
tBCARD lin•• 100 , 200
tBLIB line 210
rTT= lin••

·-~v.l qualifiers of dataset names from CIA04 to your us.rid
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00100//CIA04028 JOB (DPCOROOOO,107'),'IKTBRNAL-AODIT-2',CLASS=A,
00200 II .OTI~Y=CIA04,HSGCLAS8=%,TIMB=(,10)
00210 I/JOBLIB DD DSB=CIA04.LOAD.COBOL,DISP=SBR
00220 11••••••••••••••••••••••••••·····*·.**.****•••*••••••••
00230 II. DBLBTB OUTPUT BBFORB EXECUTION
00240 11••••••••••••••••••••*.*.*.* ••••*•••••••••••••••*.*•••
00250 /IDBL B%Be PGX=IBPBR14
00260 I/DDl DD DSH=CIA04.RACP.LISTUSER.CONA,
00270 /1 DISP=(HOD,DELBTB),UNIT=8YSALLDA,SPACE=(TRK,(O»
00280 118YSPRIKT DD SYSOUT=*
00290 I.
00300 1/•••••••••••••*••••••••••***••••••*•••••••*••*••••*.*******************
00400 1/.. PROGRAM ID: RACPCOHA COBOL VBRSIOB
00500 II.. AUDIT DBPARTMEKT PROGRAM:
00'00 11••••••••••••••••••*..···*···..··..**.* ••*••*••*••••*********.*********
00700 IISTBPOIO B%Be PGK=RACPCONA
00800 /ISYSOUT DD SYSOUT=* • SYSTBM MESSAGES
00900 /ISYSMSG DD SYSOOT=*
01000 IISYSPRIHT DD SYSOUT=*
01100 //PRIHT DD SYSOUT=* * REPORT PRINT
01200 III. DD DSN=CIA04.IKJEFT01.LISTOSER,
01300 II DISP=SBR
01400 IIOUT DD DSN=CIA04.RACP.LISTUSER.CONA,
01500 II UNIT=TEST,
01600 II DISP=(NEW,CATLG,DBLETB),
01700 II SPACE=(TRK,(100,10),RLSB),
01800 II DCB=(LRECL=59,BLKSIZE=8850,RBCPK=FB)
01900 11.**••*•••*.*••*••***.***.*.*.*••**••••••**•••*••*******.**************
02000 /*

lple JCL for the RACFCONA program
LDqe. needed:
iCARD lin.. 100 , 200
~LIB line 210
C'l'= line.
Jbl.vel qualifiers of dataset names from CIA04 to your userid
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0001001/CIA04028 JOB (DPCOROOOO,107,),/IBT.RKaL~AUDIT-2/,CLAB8=A,

·~~OO II ~I~-Cxa04,K8GCLABS=X,TIKB=(,10)
l10 I/JOBLIB DO D8I1=CIA04.LOAD.COBOL,DI8P=SD

Oa~220 II••••••••••••••••••••••••••••• ••••••••••••••••••••••••
000230 I I. DBLBU O~Pft BBJIORB JlUCU'l'IOM
000240 II•••••••••••••••••••••••••••••••••••••••••••••••••••••
000250 IIDBL .%Be PGK=IB~BR14

000210 I/DDl DD D8I1=CIA04.RAC~.LI8TU8BR.CO ..,
000270 II DI8P=(KOD,DBLBTlI),OI1IT=8YSALLDA,SPACB=(TU,(O»
000280 1/8Y8PRIMT DD SY80UT=*
000290 ,.
000300 II•••••••••••••••••••••••••••••••••·•••••••••••••••••••••••••••••••••••••
000400 / ,.. PItOGDII IDa RACJ-COD COBOL VBRSIO.
000500 1/.. AUDI~ DBPARTKBMT PROGRAM:
000.00 II•••••••••••••••••••••••••• ••••••••••••••••••••••••••••••••••••••••••••
000700 //STBP010 .%Be PGK=RAC~CORK

000800 1/8YSOft DD SYSOUT=* • SY8TBK KB88AGB8
000'00 118Y8K8G DD 8YSOUT=.
001000 118Y8PRIBT DD SYSOUT=.
001100 IIPUBT DD SY80UT=. * RBPOR'r PRIMT
001200 IIIB DD DSB=CIA04.IKJBPT01.LISTUSBR,
001300 II DISP=8BR
001400 /IOUT DD DSB=CIA04.RACP.LISTUSBR.COHH,
001500 II UHIT=TBST,
001100 II DISP=(HBW,CATLG,DBLBTB),
001700 II SPACB=(TRK,(100,10),RLSB),
001800 II DCB=(LRBCL=58,BLKSIZB=8874,RBCPK=PB)
001'00 1/••••••••••••••••••••••••••••••••••••••••••••••••••••••••**••••••••••••
002000 /.

apl. JCL for the RACPCORK proqraa
~aDCJ.. D••ded:
IBCARD liD•• 100 , 200
IBLIB line 210
~ liD••

vel qualifier. of data••t nam.. fro. CIA04 to your u••ri4
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~00100

~00200

000210
000220
)00230
'00240
)00250
)00210
]00270
)00280
)002'0
)00300
)00400
)00500
)00100
)00700
)00800
)00900
)01000
)01100
)01200
)01300
)01400
)01500
)01600
)01700
)01800
)01900
)02000

/ICIA04028 JOB (DPCOROOOO,1076),'IHTBRNAL-AUDIT-2',CLASS=A,
II NOTI~Y=CIA04,KSGCLA8S=Z,TIMB=(,10)
/IJOBLIB DD DSN=CIA04.LOAD.COBOL,DISP=8HR

11·······························*····················*II. DELBTE OUT~UT BBPORE BXECUTION

II·····················································I/DBL B%BC PGK=IBPBR14
IIDDI DD DSN=CIA04.RACP.LISTUSBR.CLAS,
II DISP=(KOD,DELBTB),UHIT=SYSALLDA,SPACB=(TRK,(O»
I/SYSPRIHT DD SYSOUT=*

1*11··············································**····**••*.******.***.*/1** PROGRAII ID: RACPCLAS COBOL VERBIOR11.* AUDIT DEPARTMENT PROGRAII:

11············*··············*··*·····**··*···**···*··***********.******IISTBPOIO BXBe PGH=RACPCLAS
I/SYSOOT DD SYSOUT=* * 8YSTBK MESSAGES
//SYSMSG DD SYSOUT=*
IISYSPRINT DD SYSOUT=*
/ /PRINT DD SYSOOT=* * REPORT PRINTIIIN DD DSN=CIA04.IKJEFT01.LISTUSER,
II DISP=SBR
IIOUT CD DSN=CIA04.RACF.LISTOSER.CLAS,
II ONIT=TEST,
II DISP=(NEW,CATLG,DBLBTB),II SPACB=(TRK,(100,10),RLSB),
II DCB=(LRECL=6&,BLKSIZB=8844,RECPH=PB)

11*·***····*··*****···*·*····*·*··········*···········.....***••*.***.**/*

alpl. JCL for the RACFCLAS proqram.
aDq•• n••ded:
BCARD line. 100 , 200
BLIB line 210
IT= lines
qhlevel qualifiers of dataset names from CIA04 to your userid

- All -



0001001/CIA04028 JOB (DPCOROOOO,107'),'IHTBRKaL-AUDIT-2',CLAB8=A,
~G200 II ~I~Y=CIA04,K8GCLA88=Z,TIMB=(,10)

110 /IJOBLIB . DD D8I1=CIA04.LOAD.COBOL,DISP=8JDt
O~~220 1/•••••••••••••••••••••••••••••••••••••••••••••••••••••
000230 /1* DBUTB OU'rPUT BBWOD BDCU'l'IOIl
000240 II•••••••••••••••••••••••••••••••••••••••••••••••••••••
000250 //DBL .DC PGH=IB~BR14

000210 //DD1 DD D8I1=CIA04.RAC~.LISTUSBR.GRP,

000270 II DI8P=(MOD,DBLBTB),UBIT=SYSALLDA,SPACB=(TRK,(O»
000280 /ISYSPRIHT DD 8YSOUT=*
0002'0 /.
000300 //••••••••••••••••••••••••••••••••••••••••••••••••••*•••••••••••••*****.
000400 / /.. PROGlUUI IDa DeJlGRP COBOL VBRSIOB
000500 II.. AUDIT DBPARTHBBT PROGlUUI:
000'00 1/••••••••••••••••••••••••••••••••••••••••·**.**•••••••••••••••*••••***.
000700 IIST.P010 .DC PGH=RAC~GRP

000800 IIIYSOUT DD SYSOUT=* • 8Y8TBK KB8SAGB8
000'00 IISYSKSQ DD SYSOUT=*
001000 //SYSPRIBT DD SYSOUT=.
001100 //PRIBT DD SYSOUT=* * RBPOa~ PRIBT
001200 /IIB DD DSN=CIA04.IKJBFT01.LISTUSBR,
001300 II DISP=SRR
001400 IIOUT DD DSN=CIA04.RACP.LISTUSBR.GRP,
001500 II UHIT=TBST,
001'00 /1 DISP=(HBW,CATLG,DBLBTB),
001700 II SPACB=(TRlt,('100,10),RLSB),
001800 /1 DCB=(LRBCL=52,BLKSIZB=8840,RBCFK=PB)
001'00 1/••••••••**.****•••••••••******••••**••••*••••••••••••••••**•••••••••••
002000 1*

~pl. JCL for the RAC~GRP proqram
l&Dg.. n••ded:
)BCARD lin.. 100 I 200
)BLIB line 210

"T= lin••
wel qualifiers of data.et names from CIA04 to your us.rid
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