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“acf2

The Access Control Facility

SESSION 1

INTRODUCTION

TO
ACF2
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DATA SECURITY

Protectior of resources and data on a

‘computer system from unauthorized

destruction, disclosure or modification

© Copyright W58 ‘ ’ . - 50"’6‘
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WHITE COLLAR WORKER

/
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ACCIDENTAL DESTRUCTION

y Joe, Linok doctaset
d d \ou want deleted?

//////



WHAT CAN/DOES ACF2
- . CONTROL?

ENTRY TO THE SYSTEM

. Job Submission . IMs*
. TSO . cics’

. STC . IDMS*

ACCESS TO DATASETS:

. Tape
. Disk
. MSS

ACCESS TO RESOURCES:
. CICS Tianséctlons . . TSO Commands
. CICS Programs* . TSO Account Ndmbers
. CICS Files* . TSO Procedures

. IMS Transactions*
. IDMS Resources”’
* REQUIRES INTERFACE

@ Copyright 1984 SKK, Inc.

Revised: 10/22/84 )



PHYSICAL ACCESS
CONTROLS

- Computer Room
- System Consoles
- Input/Output

- Tapé

- Disk

© Copyright 1983 SKK, Inc.

Reviged: 3/3/83



ACF2 DESIGN PHILOSOPHY

*DEFAULT PROTECTION
-ACF2 Logonid/Information Storage

Databases
LOGON ACF2 Mvs
LoGoN
OPERATING
L SYSTEM

\l/ (OPTIONAL)

~ <=

o

]
[

INFORMATION
STORAGE

© Copyright 1983 SKK, Inc.
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ACF2 DESIGN PHILOSOPHY

* DEFAULT PROTECTION

— ACF2 Access Rule/Information

Storage Databases

USER ADDRESS SPACE

RULE RECORD
| —1—| ALREADY
/ AVAILABLE?
CSECT |
OPEN ABC -

LID

SOURCE

RULES

RESOURCES

CL

PAYUP

M

) cCopyright 1983 SKK, Inc.

Revised: 10/5/g4
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ACF2 DESIGN PHILOSOPHY
*‘DEFAULT PROTECTION

ACF2 automatically protects data from
access by users other than the data owner

| [

N ——— =\

Q)

Access rules allow the controlled
sharing of resources

MSS

@D Copyright 1983 SKK, Inc.

Revised: 1/23/84
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'ACF2 DATABASES

* 3 VSAM Key-Sequenced Datasets

* Accessed via a Globally Shared
Resource Pool (GSR)

e Shared-DASD Support
» Automatic Daily Backup

e All Changes Journalled

e Recovery Utility Provided

© Copyright 1983 SKK, Inc.
Revised 7/21/83
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LOGONID DATABASE

» One Record per User

e Central Source for All User Data
e Dynamic Update Facility

e Maintained by “Account Manager”

¢ 384 Characters of Storage per

Record for Installation Defined
Information

© copyright 1983 SKK, Inc.

Revised: 7/27/83
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SYSTEM ENTRY VALIDATION
PURPOSE - IDENTIFY USERS

eInformation From User
- Logonid

- Password

- Operator Identification Card (OID)

e|Information From System
- Input Source

- Date and Time

© cCopyright 1983 SKK, Inc.

Revised: 10/5/84
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SYSTEM ENTRY VALIDATION
" REQUIREMENTS

1) Valid Logonid

2) Valid Password

3) Valid OID Information
4) Valid Input Source

5) Valid Shift

6) Valid Access Type
(TSO,IMS,etc.)

@ Copyright 1984 SKK, Inc.
Revised: .10/17/84
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SYSTEM ENTRY SOURCES

TSO Terminals
IMS/CICS Terminals

Remote Readers

Local Readers

Internal Readers

@ Copyright 1984 SKK, Inc.
Revised: 5/7/84
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SYSTEM ENTRY VALIDATION
- REQUIREMENTS

OTHER CONDITIONS

Attempts Per Logon

Violation Limit

Password Length

Changing Passwords

(:) Copyright 1984 SKK, Inc.

Revised: 4/25/84
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ACCESS RULE DATABASE

One Record per Rule Set

One Rule Set per DSN High-Level Index
and/or Volume Protected VOLSER

Sharing Conditions Defined via Rules
Dynamic Update Facility

Maintained by “Security Officer”

@ Copyright 1983 SKK, Inc.
Revised: 7/27/83
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ACCESS RULE VALIDATION
PROCESS

. User Identification

. R:)esgident Volume Check
. Séwévured Volume Check
. Owner Access

. Access Rule Check

(:) Copyright 1984 SKK, Inc.

Revised: 4/25/84
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DATASET/VOLUME
ACCESS ENVIRONMENTAL
CONDITIONS

*User or User Groups
*Input Source

-Shift Control

Program Path

Rule Expiration Date

vised: 7/27/83



 ACCESS TYPE

Read fre s

Write

Allocate

Execute

ACCESS PERMISSIONS

Allow

Log

Prevent

«D Copyright 1983 SKK, Inc.

Revised: 3/1/83



INFORMATION STORAGE
DATABASE

Multiple Record Types Available

Dynamic Update Facility

' Maintained by “Security Officer”

© Copyright 1983 SKK, Inc.

Revised: 7/27/83 21



GENERALIZED RESOURCE
EXAMPLES

IMS Transactions *
IMS Application Group Names *
CICS Transactions *

CICS Programs *
CICS Files *

IDMS Resources *

TSO Account Numbers

TSO Procedure Names

Requires interface

© Copyright 1983 SKK, Inc.

. 10/18/84
Revised 22
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RESOURCE RULE
VALIDATION

User ldentification
VS.

Generalized Resource Rules

SKK, Inc.
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RESOURCE ACCESS
~ ENVIRONMENTAL
CONDITIONS

*User or User Groups

*Input Source
«Shift Control

*Rule Expiration Date



ACCESS PERMISSIONS

ALLOW

LOG

PREVENT

(:) Copyright 1983 SKK, Inc.

9/1/82
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GLOBAL SYSTEM OPTIONS

» ACFFDR

- Controlled by "SECURITY OFFICER”
— Defined by *SYSTEM PROGRAMMER”

- Normally static, configuration options

* INFORMATION STORAGE

-~ Maintained by *“SECURITY OFFICER”

- Can be changed dynamically

© copyright 1984 SKK, Inc.
Revised: 10/5/84
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INFORMATION STORAGE
- 'GSO" RECORDS

Operational Options
Password Management
Secured Volumes

TSO Defaults

Local Exits

(:) Copyright 1984 SKK, iInc.

Revised:

27



ACFFDR OPTIONS

Logonid Record Elements
SMF Record Numbers
ACF2 Database Names

SVC Numbers

[} COPYRIGHT 1984 SXK, INC.
Revised: 10/10/84
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ACF2 MODES

QUIET

LOG

WARN

RULE

ABORT

i

© copyright 1983 SKK, Inc.
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AUDITING AND LOGGING
~ CONTROLS

Logged Programs
'BLP Loggings
TSO Command Stats

Logonid Stamp in SMF Records

© cCopyright 1983 SKK, Inc.

Revised: 3/3/83 30



ACF2 COMMANDS
COMMANDS AVAILABLE TO

CREATE/CHANGE/DISPLAY/DELETE:

LOGONID RECORDS

ACCESS RULE SETS
GENERALIZED RESOURCE RULES
GLOBAL SYSTEM OPTIONS
ENTRY LISTS

SHIFT RECORDS

ZONE RECORDS

SCOPE LISTS

DISPLAY HELP MEMBERS

ACF2 OS COMMANDS FROM
OPERATOR CONSOLE

@ Copyright 1984 SKK, Inc.
Revised: 10/08/84
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‘4 WAYS TO ENTER
'ACF2 COMMANDS °

780

.
< 2\

kS'O/.S'PF

4 N
N </

__ 1

Zalir

)
- — L

-

BATCH TMP
(1BM)

N

Do oo

ACFBATCH
(SKK)

O TSO Ready Mode

LOGON TSO
READY
ACF2 COMMANDS

® SPF Options

SPF OPTION A

® Slmu atﬁ‘T
Ready Mode
//JOB1 EXEC PGM=IKJEFTOQ1l,DYNAMNBR=25

{

//SYSTSIN DD*
ACF2 COMMANDS

4 Execute Thru
Batch
//JOB1- EXEC PGM=ACFBATCH

//SYSIN DD *
ACFZ COMMANDS

*VS1 = ACFBATCH ONLY

(©) copyright 1983 SKK, Inc.

Revised: 7/27/83
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ADDITIONAL AIDS

Utilities

Backup/Recovery

-

Report Generators

© copyright 1983 SKK, Inc.
Revised: 3/1/83
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IMPLEMENTATION OF ACF2

We've just purchased

ACF2 . Now it's up to

| you to implement itl!




4/1/82

"“HEY FELLAS!

I've found the solution!
we'll
establish an Implementation Team,

study the documentation,

and set up a plan.”



ESTABLISH
IMPLEMENTATION TEAM

. Installation Security Officer (ISO)

« System Programmer (ACF2 Maintenance)
« Datacenter Operations Person

. User Support Person -

o Internal Auditor

© Copyright 1983 SKK, Inc.

Revised: 7/22/83 36



IMPLEMENTATION TEAM DUTIES

.ESTAB;ISH IMPLEMENTATION PLAN

DEFINE RELEVANT CORPORATE/SYSTEM SECURITY PHILOSOPHIES,
ORGANIZATION STRUCTURES., NAMING CONVENTIONS, ETC.

DEFINE SECURITY POLICY

SELECT SYSTEM OPTIONS, INCLUDING UID STRING
DEFINE RESPONSIBILITIES AND AUTHORIZATION
DEFINE BASIC USER ATTRIBUTES

REVIEW TECHNICAL CONSIDERATIONS

IDENTIFY SPECIAL LOCAL REQUIREMENTS (EXIT CODING, SPECIAL

PROCEDURES, ETC.)
INITIATE RULE WRITING

OVERSEE DOCUMENTATION DISTRIBUTION AND USER TRAINING
MONITOR IMPLEMENTATION PLAN PROGRESS

RESOLVE CONFLICTS OR DELAYS

© Copyright 1983 SKK, Inc.

Revised:

5/7/84
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acf 2

The Access Control Facility

SESSION 2

IDENTIFYING
SYSTEM
USERS

1 COPYRIGHT 1984 SKK, ING-
10/10/84
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/1/82

Idénti’fy Users of the System

- Define User Privileges
and Attributes

Determine User Responsibilities

© Copyright 83 SKK, Inc.




LOGONID

R

DATABASE

ALl
- USER RELATED
INFORMATION

C) Copyright 1983 SKK, Inc.

4/1/82



'LOGONID RECORD
e 1,024 byte record

e One record per user.

e LOGONID field key to record

e Allows for single definition of
user’'s attributes

LID
NAME <] Approximately
100 fields
PHONE predefined
PASSWORD <] by ACE?2
APPROX.
ETC. 100
FIELDS
\\ 4
I 384 bytes of
<] user area
USER FIELDS available

Revised: 9/7/83 4
© COPYRIGHT 1983 SKK, INC.



LOGONID FIELDS

« Each Field Described in ACFFDR via
@CFDE entry

o Field Length and Location Defined
in LIDREC DSECT

« Ability to Display and Alter Fields
Based on Requesting Logonid’s
Authorization

« Logonids Created and Maintained
via ACF Subcommands

© Copyright 1983 SKK, Inc.
Revised: 1/23/84



DEFINES DATA OWNERSHIP

LOGONID 'OWNED DATASET' PREFIX

—ONE HIGH LEVEL INDEX OR MASK
PER LOGONID

—REQUESTS FOR OWNED DATASETS
BYPASS ACF2 RULE VALIDATION

@ PREFIX(TMMM)

@) PREFIX(ACT****?)

TS AW

@Pkfflxltttttt#t/ U;;:)DS/) pei”

\
. o
a4l
o'

S RRVIN L = Vv
PREFIX( ) "M b
© Copyright 1983 SKK, Inc.
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AUDIT CONTROLS
WD

.TRACE
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POSSIBLE LOGONID
AUTHORIZATIONS
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LIMIT ADMINISTRATIVE
AUTHORITY

j'.:'7 o~ ( Ty, V) u,-/

v
M, T Friie m ECGE.
( /"57

. DSNsCoPE (dsn—mask)

Omef €oc o~ Ty Dbt

. L1oscoPE (lid-mask) Sreon w w en apee

(for  gsT) cac

. U1oscopPE (uid~mask)
- OR -

. SCPLIST (scope-list—name)

[oimwTs N (Ecanns o =y Shtres
W /W m\;gﬁ/’( C"

OIC,.//I « F é ‘( M o 74 e . ‘_}"’/’
é(, Y 5,‘_ C(,)L4ﬂ7’ EEe

¢ o v DS

;Q £ ;,/?;,,47 L

(s RESTHCT S benr
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SPECIAL USER ATTRlBUTES

A by ’f\> —,.'V . N ;‘YL" 2
\/(yfdodﬂu'j ?H«::I/U %4“’” ’
SPECIAL AUTHORIZATIONS
] 2e (e F , ’; '/ r (;.’ ’
— NON-CNGL  mer e, L
ANOIT OnscEc . Sr7¢e OCS;  Flhme- /‘L"‘-'fs,

Rt C 1S AT,

- READALL !)u,_/)'S'i—T, ﬂ{a}w\/ Crve  OF /L'?/}d‘
- REFRESH Coaw CHMG SYS o~ on Lo

- MA'NT N ffawnr= ¢ T And-Guee e/ SAE e

Zun eTlod

. SPECIAL LIMITS

mLO ) Wi fi O Loiis . ’gu"r

— NO—STORE AT s ST Héed U en) ’

wa 1 - Arei2d

- RULEVLD - TeAcis A Ggs TS Ge 1Rhe fores

(© copyright 1983 SKK, Inc.
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SYSTEM ACCESS
CONTROLS

T F0

-y ey
—_— Fretd s YA

. SOURCE (name)
C/CS
IMS
STC ooy cesee T 00

v T
bh s0 -
vooq
Jct — M Crm &3l JoSmirg Commarfrn Geore
e rse Co T
JOB A TG BT WL o T T (et e )
. IDMS
. 0/” - Mes7 Mve LA Oper ( CA'fi’*’f"‘”z"v‘ '

Must SO TRl e

. 0ID-AlL
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SYSTEM ACCESS
TIME/SHIFT CONTROLS

¢ RN ﬂ;u‘»c.’.ﬂ 1as
'

v antto
gc/ ! d l @rw
¥

g
e

. SHIFT (name)

LEST O fucn

. ZONE(name) use w o

’ pLecw~? R QIS €T
AOGSHIFT - ... 35 <arr
il Feen?

@ Copyright 1983 SKK, Inc.
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TSO COMMAND LIMITING

L 76T
(er® Tsaneer

N

[ B

TSOL‘MDS(command Inst name)

(OESTACT 7~ .Sﬂ e oMth s

e uve Pl esT

[ ] Al l CM ps - & i’v’ i 04,[ e rhi? w/ﬂ o Pl

M oe-

. CMD—IONG - MNosT 45 /L -C é/l/bM/’V\nv,ﬁ A D~

© Copyright 1983 SKK, Inc.
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SPECIAL PRIVILEGES

EyEes il

14!/’;6—

. DUMPAUTH fas ¢ Vs )

st bl e orll, prevews T
5L {;ka: .

. AVTODUMP |

By ponpet UL Semclo fo

. MUSASS

CNO-SMC - 5o Fom siin o

r//cf’l;’ P e

. JOBFROM

© Copyright 1983 SKK, Inc.
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TAPE PROCESSING
CONSIDERATIONS

TAPE BYPASS LABEL PRIVILEGES

D St Voo
- TAPE-BLP e e
= MPE-[B[ JTC FALE
Lasel

O3w
M (HEGone 7 Si¢
WIBT S o ™m e,

@ Copyright 1984 SKK, Inc.
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STATISTICS

v PSWD*’OD - Dy per usc T

VREVES 35 BN, {fu/c’,(,u/'r/w'

ﬁ‘& < v

s PSWD-DAT - oam o <rr

PSWD-VIO - o oo

Jo G130V

. SEC-VI0 - 7 7

= .

¥10 L 47N

v ”P p"’ 00 - Wipsd T2 Lasr CHWCED

0466'6”’ - A V4 IS Y-

é\pjﬁ W . ACC-DATE - ©°7
ot »
Lo’ ACC-TIME -

. ACC-SRCE - ~+~

© Copyright 1983 SKK, Inc.
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USER LOGONID VALIDATION

"USER VALIDATION TAKES PLACE DURING:

. 750 LOGON

« IMS SIGNON
o CICS SIGNON

o [DMS SIGNON

« JES2 JCL CONVERSION

« JES2 SP1.3 READER TIME

o JS3 INPUT SERVICES PROCESSING
« STC START UP

(:) Copyright 1984 SKK, Inc.

Revised: 10/16/84
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"SYSTEM ACCESS SUPPORT

7SO LOGONID FORMAT:

LOGON rogonid/password/newpassword

BATCH LOGONID FORMAT:

//*LOGONID 1ogonid
//*PASSWORD password/newpassword

SPECIAL BATCH JOB SUBMISSIONS:
//*JOBFROM: logonid/source [/auibcodej

VS1 only
ALSO INTERFACES WITH:
. CICS Signon
. IMS Signon

. IDMS Signon
_ Other Products (ROSCOE, TONE, etc.)

(:> Copyright 1984, SKK, Inc.

Revised: 10/17/84 18



SYSTEM ACCESS
CONSIDERATIONS

. All Users MUST Have Logonid
‘Defined on Logonid Database

. First Logonid Card in JCL Used For
System Access Validation

. Jobs Submitted via TSO Submit
Inherit TSO Logonid*

. Jobs Submitted b Other Jobs
Inherit Submittor’'s Logonid*

. Batch Jobs and STC's Without Logonids
Inherit Default Logonids GSO Record |

*UNLESS OVERRIDDEN IN JCL

© co opyr igh 1983 SKK, Inc
sed: 10/17/84
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TSO FULL SCREEN
~ SUPPORT

- Does not require TSO/E

— Logonid field to request Full Screen
- TSOFSCRN

© COPYRIGHT 1984 SXK, INC.
10/10/84
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FULL SCREEN SIGN-ON
PANEL

ENTER LOGON PARAMETERS BELOW:
USERID == USRTMS

MSGCLASS ==

SOURCE == LV4LE UNIT ==§z SYSDA
PROCEDURE == $TMSPROC TIME == 000
SIZE ==2> (04096
ACCT NMBR ==
PERFORM === 000
ENTER AN 'S’ BEFORE EACH OPTION DESIRED BELOW:

L -NONOTICE S -RECOVER -RECONNECT

-NOMA
USER KEYS ==3

EI COPYRIGHT 1984 SKK, INC.
10/10/84
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' 'SUMMARY

LOGONID RECORD
(LID)

. ONE 1024 BYTE RECORD PER USER

. DEFINES USER
- PRIVILEGES
- ATTRIBUTES

- RESPONSIBILITIES

. ALL LID FIELDS ARE DESCRIBED BY
@CFDE ENTRIES IN ACFFDR

lID RECORDS ARE DYNAMICALLY UPDATED -

C) Copyright 1983 SKK, Inc.

Revised: 10/17/84
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acf2

The Access Control Facility

USER
IDENTIFICATION

STRING



If You Equate a Logonid
To a User's Name,

What Then is a

User Identification String

(UID)

© Copyright 1§§3 SKK, Inc.
4/1/82




A UID String Defines a User
Within an Installation’s User
Community and Allows for .

Easy Grouping of Users!

7/30/82

@ c/;}‘y\;hgﬁ SKK, Tnc.
110



THE UID STORY




THE UID STORY

LET'S SAY THAT THE
FOLLOWING INFORMATION

CHARACTERIZES USERS OF
SYSTEM RESOURCES AT

INSTALLATION X:

- SITE
DIVISION
DEPARTMENT
JOB FUNCTION
LOGONID

(:) Copyright 1983 SKK, Inc.

7/30/82
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THE UID STORY

THIS INFORMATION CAN

BE MAINTAINED FOR EACH

USER OF THE SYSTEM VIA

" FIELDS DEFINED

IN THE INSTALLATION'S

LOGONID RECORD.

@ Copyright 1983 S
Revised: 5/2/83
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LIDREC

LID

NAME

PHONE

PASSWORD

ETC.

APPROX.
100
FIELDS

YV

SITE | DIV

DEPT

JOB-

FUNCT

ETC.

J

<] SKK DEFINES
STANDAR D FIELDS
< IN ACFLID

INSTALLATION DEFINES

<

LOCAL FIELDS IN USERLID

FOR EXAMPLE:

Site (SITE) - 1 Character

Division (DIV) - 1 Character

Department (DEPT) - 2 Characters

Job Function (JOBFUNCT) - 3 Characters

© COPYRIGHT 1983 SKK, INC.
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DEFINING UID FIELDS

DESCRIBE FIELDS IN ACFFDR:

aCFDE  SITE,LIDSITE,CHAR,ALTER=SECURITY+ACCOUNT, LIST=ALL,
PRTN=1,RRTN=1, GROUP=4

aCFDE DIV, LIDDIV, CHAR, ALTER=SECURITY+ACCOUNT, LIST=ALL,
PRTN=1,RRTN=1, GROUP=4

aCFDE DEPT,LIDPDEPT, CHAR, ALTER=SECURITY+ACCOUNT, LIST=ALL,
PRTN=1,RRTN=1, GROUP=4

aCFDE  JOBFUNCT, LIDFUNCT, CHAR, ALTER=SECURITY+ACCOUNT, LIST=ALL,
PRTN=1,RRTN=1, GROUP=4

DEFINE FIELDS IN LIDREC:

LIDREC  DSECT

COPY USERLID
LIDSITE DS CL1 **+ SITE CODE
LIDDIV DS CL1 *** DIVISION CODE
LIDDEPT DS CL2 *#** DEPT. ID.
LIDFUNCT DS  CL3 #** JOB FUNCTION

@ Copyright 1983 SKK, Inc.
Revised: 07/30/83
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THE UID STORY

THESE FIELDS ALONG WITH
STANDARD FIELDS SUCH AS
THE LOGONID ITSELF, CAN
THEN BE CONCATENATED AND WILL
"BE CONSIDERED THE UID STRING,

WHEN A JOB ENTERS THE SYSTEM

ACF2 WILL DYNAMICALLY BUILD

A PSEVDO FIELD, THE UID STRING.

(9] ),

@ Copyright 1983 SKK, Inc.
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DEFINING UID STRING

DEFINE UID STRING IN ACFFDR:

aUID SITE,DIV,DEPT,JOBFUNCT,LID

SAMPLE UID FORMAT:

SLDDJJJLLLLLLEL

SITE - 1 CHARACTER

DIVISION - 1 CHARACTER
DEPARTMENT - -2-CHARACTERS-
JOB FUNCTION - 3 CHARACTERS
LOGONID - 8 CHARACTERS

CREATE USER LOGONID:

INSERT USER#1 NAME(USER #1) SITE(C) DIV(D)
DEPT(OP) JOBFUNCT(OPR) JOB JCL TSO

UID DYNAMICALLY BULLT:

UID (CDOPOPRUSER#1)

The UID String can be 1 — 24
characters

(© copyright 1983 SKK, Inc.

OOOOOOOOOOOOOOO
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THE UID STORY

THE SHARING OF CORPORATE

ASSETS AT INSTALLATION X

CAN THEN BE DETERMINED BY

THE INFORMATION CONTENT 0

THESE LOCALLY DEFINED

LOGONID FIELDS,

Copyright 1983 SKK, Inc.
© coryrigne, |
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THE UID STORY

" WHEN A REQUEST IS MADE

FOR A SYSTEM RESOURCE,

ACF2 COMPARES THE USER'S

Uid 70 THE UID SPECIFIED

IN THE RULE DEFINING THE

SHARING OF THAT RESOURCE.

(© cCopyright 1983 SKK, Inc.
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UID Examples

INDIVIDUAL UID STRING

NEW YORK

MANUFACTURING
INVENTORY DEPT.

IMS CLERK
IMS LOGONID

RULE SET

RULE SET

UID(NMIVICLIAAA)

P ep—

UID STRING FOR ALL IMS CLERKS IN THE ABOVE
ENVIRONMENT,

UID(NMIVICL)

UID STRING FOR ALL USERS IN THE MANUFACTURING
DIVISION,

UID(NM)

(:) Copyright 1983 SKK, Inc.

REVISED: 9/22/82
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UID STRING DESIGN
CONSIDERATIONS

» ORGANIZATION STRUCTURES
o NAMING CONVENTIONS

* ACCESS CONTROLS

° POLICIES TO BE ENFORCED

 ADMINISTRATION OF USERS AND RULES

@ Copyright 1983 SKK, Inc.

REVISED: 9/22/82
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SUMMARY

USER IDENTIFICATION STRING
(UID)

* CONSTRUCTED DYNAMICALLY AT
JOB INITIATION

o HIGH INFORMATION CONTENT

c ALLOWS LOGONID TO REMAIN
UNIQUE IDENTIFIER

o USED IN RULE INTERPRETATION

o 1-24 CHARACTERS (FIXED LENGTH
WITHIN EACH INSTALLATION) PSEUDO
FIELD

@© copyright 1983 SKK, Inc.
7/30/82
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f — M
ACF2 COMMANDS
FOR
LOGONID/UID
PROCESSING
— _J i
\ )| &=

L

-

@ Copyright 1983 SKK, Inc.
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'SHOW FIELDS" 0UTPUT
(USER)

acf

?

list #

TLCOO1

PRIVILEGES

ACCESS
MISCELLANEOUS

TSO

STATISTICS

?

show fields

~- IDENTIFICATION --
LID NAME

~= CANCEL/SUSPEND --
CANCEL PSWD-EXP
-- PRIVILEGES --
AUTODUMP CICS
JOBFROM LOGSHIFT
PGM PROGRAM
TAPE-BLP TAPE-LBL
-= ACCESS --

ACC-CNT ACC-DATE
-= MISCELLANEOUS --
CICSCL CICSID
IDLE IDNUM
PREFIX PROJECT

- TSO =-

ACCTPRIV  ALLCMDS
SDFT-SOUT S®DFT-SUBC
LGN-INDX LGN-MSG

LGN-UNIT #LINE
OID OID-ALL
#RECOVER TSOACCT
TSOSIZE TSOTIME
-=- STATISTICS --
PSWD-DAT PSWD-TOD
?
end
READY

Revised:

10/22/84

(© Copyright 1984 SKK, Inc.

TCHOSTLCOO1 VIOLET EXT. 121
CICS JOB TSO

ACC-CNT(2) ACC-DATE(10/15/84) ACC-SRCE(LV433)

ACC-TIME(08:36)
CICSCL(404040) COMPANY(T) IDNUM() LEVEL(H) MAXDAYS(60)

PREFIX(TLCOO1) PROJECT(0S) SITE(C)

DFT-PFX(TLC001) TSOPROC($MYPROC)
PSWD-DAT(00/00/00) PSWD-TOD(10/15/84-08:14) PSWD-VIO(0)

UPD-TOD(10/15/84-08:36)

#PASSWORD
SUSPEND

DUMPAUTH
MAINT
READALL
TSO

ACC-SRCE

CICSKEY
LEVEL
SHIFT

ATTR2
#DFT-SUBH
LGN-PERF
#MAIL
OPERATOR
TSOCMDS
TSOUNIT

PSWD-VIO

PHONE

EXPIRE
MUSASS
RESTRICT

ACC-TIME

CICSKEYX
MAXDAYS
SITE

#CHAR
#DFT-SUBM
LGN-PROC
#MODE
SPAUSE
TSOFSCRN
UADSINDX

UPD-TOD

uIbD

IDMS
NO-SMC
RULEVLD

CICSPRI
MINDAYS
SOURCE

CMD-LONG
#INTERCOM
LGN-RCVR
MOUNT
PMT-ACCT
TSOPERF
VLD-ACCT

IMS
NO-STORE
STC

CICSRSL
MUSOPT
ZONE

DFT-DEST
JCL
LGN-SIZE
#MSGID
PMT-PROC
TSOPROC
VLD-PROC

JOB
NON-CNCL
SUBAUTH

COMPANY
MUSPGM

#DFT-PFX
LGN-ACCT
LGN-TIME

#NOTICES

#PROMPT
TSORGN

SWTP

39



'SHOW FIELDS" 0UTPUT
(SECURITY OFFICEB]

act
?
list @
TLCISO TCFISTLCISO TLC SECURITY OFFICER EXT. 3U5
PRIVILEGES CICS JOB SECURITY
ACCESS ACC-CNT(1) ACC-DATE(10/15/84) ACC-SRCE(LVA433)
ACC-TIME(08:27)
MISCELLANEQUS CICSCL(404040) COMPANY(T) IDNUM() LEVEL(F) MAXDAYS(60)
PREFIX(TLCISO) PROJECT(IS) SITE(C)
TSO DFT-PFX(TLCISO) TSOPROC($MYPROC) TSORBA()
STATISTICS PSWD-DAT(00/00/00) PSWD-TOD(10/15/84-08:27) PSWD-VIO(0)
SEC-VIO(0) UPD-TOD(10/15/84-08:27)
?
show fields
-=~ IDENTIFICATION --
LID SNAME #PASSWORD #PHONE [134))
-- CANCEL/SUSPEND --
SCANCEL CSDATE CSWHO #MON-LOG ®MONITOR ®PSWD-EXP #SUSPEND
#TRACE #TSO-TRC
== PRIVILEGES --
#ACCOUNT  ®AUDIT ®AUTODUMP #*CICS #CONSULT ®DSNSCOPE #DUMPAUTH
SEXPIRE SIDMS *#IMS *JOB ®JOBFROM #*LEADER #LIDSCOPE
$LOGSHIFT #MAINT #MUSASS #NO-SMC #NO-STORE #NON-CNCL *PGM
#PROGRAM ®READALL ®REFRESH #RESTRICT ®RULEVLD #SCPLIST #SECURITY
*STC #SUBAUTH  #TAPE-BLP #TAPE-LBL #TSO BUIDSCOPE #USER
-- ACCESS --
ACC-CNT ACC-DATE ACC-SRCE ACC-TIME
-=- MISCELLANEOQUS --
#CICSCL SCICSID ®CICSKEY S®CICSKEYX #CICSPRI ®CICSRSL COMPANY
#1DLE IDNUM LEVEL #MAXDAYS ®MINDAYS  ®MUSOPT #MUSPGM
SPREFIX PROJECT  SSHIFT SITE #SOURCE #ZONE
-= TSO --
SACCTPRIV S®ALLCMDS #ATTR2 #CHAR $CMD-LONG #®DFT-DEST #®DFT-PFX
SDFT-SOUT #DFT-SUBC #DFT-SUBH #DFT-SUBM #INTERCOM ®JCL #L,GN-ACCT
S{GN-INDX #LGN-MSG SLGN-PERF #LCN-PROC #LGN-RCVR #®LGN-SIZE #LGN-TIME
#LGN-UNIT #®LINE SMAIL #MODE #MOUNT #MSGID #NOTICES
01D SO0ID-ALL ®OPERATOR #*PAUSE #PMT-ACCT #PMT-PROC #PROMPT
SRECOVER #TSOACCT #TSOCMDS #TSOFSCRN #TSOPERF #TSOPROC  ®TSORBA
#TSORGN ®TSOSIZE #TSOTIME  #TSOUNIT #UADSINDX #VLD-ACCT #VLD-PROC
TP
-- STATISTICS --
#pSWD-DAT PSWD-TOD #PSWD-VIO #SEC-VIO UPD-TOD
?
end
READY

(©) copyright 1984 SKK, Inc.

Revised: 10/22/84
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ACF2 SUBCOMMANDS UNDER LID MODE
| SET LID

#7710y
a INSERT [USING(PROTOTYPE-LOGONID)] [*/LOGONID] F1ELD]l FIELD2... FIELDN

NCoon 1 (S, c.. ./,:..u‘
A’é 9(’(‘(.\_"-./(" (

s CHANGE [*/LocONID/LIKE{LOGONID-MASK)/UID(uID-MASK)] FIELD1l.,.. FIELDN

AT
’ i 7 STEciy A
s DELETE [*/L0GONID/LIKE(LOGONID-MASK)/UID(uibp-MASK)] /NORULE / - ﬁ’uz/ Ln e

e q
VECET LS
,Q’!__s oo

w LIST [*/LOGONID/LIKE(LOGONID-MASK)/UID(UID-MASK)/IF(RIT-FIELD)]

» SYNCH [LIKE(LOGONID-MASK)/UID(UID-MASK)/IF(BIT-FIELD)]

© Copyright 1983 SKK, Inc.
Revised: 10/17/84

41



" INSERT EXAMP’LES

INSERT TJJJ NAME(JOHN) SITE(C) -
DIV(D) DEPT(SD) JOBFUNCT(PAP) TSOACCT(SD1234) -
INTERCOM JCL LGN-ACCT LGN-PROC TSOPROC(LOGONA) -
MAIL NOTICES TSO VLD-ACCT VLD-PROC -
WTP SOURCE(PRGMRS) PHONE (555-3212)

INSERT USING(TJJJ) TBBB NAME(BOB) PHONE(555-3231) -
LGN-RCVR LGN-SIZE LGN-TIME LGN-UNIT

CHANGE EXAMPLES '

CHANGE TBBB PHONE(555-3232) NOVLD-PROC
CHANGE LIKE(T***) SITE(B) DIV(C) DEPT(DC)

CHANGE UID(CDOP****) "IMS NOCICS MAXDAYS(10).

(© copyright 1983 SKK, Inc.

4/1/82

42



LIST IF EXAMPLE

acf
set terse

list if(ims)

IMSID SHM99IMSID IMS CONTROL LOGONID
SSDJHS SHSCY9SSDJHS JACK SMITH EXT. 308
SSDTAT SHSC9SSDTAT TIM TRANTER EXT. 224
SSDTEC SHS99SSDTEC TOM CARS EXT. 309
TSTIMS SHS99TSTIMS IMS TEST LOGONID

UISTUIKE EXAMPLE

1list 1like(tle-)

TLCOO1 TCHOSTLCOO1 VIOLET EXT. 121
TLC002 TCFQATLC002 STEVE EXT. 122
TLCO03 TCFISTLCOO3 PEARL EXT. 123
TLCOO4 TCFQATLCOO4 OSCAR EXT. 124
TLCOO05 TCFSPTLCOO5 MARY EXT. 125

TLCO06 TCHBATLCO06 KATHY EXT. 221
TLCOO7 TCHACTLCOO7 JOHN EXT. 222

TLCO08 TCHPJTLCOO8 PAYROLL JCL EXT. 223
TLCO09 TCASATLCO09 STAFF AUDITORS EXT. 321
TLCO10 TCHPMTLCO10 SAM EXT. 380

TLCO11 TCFPATLCO11 SUE EXT. 107

@ Copyright 1984 SKK, Inc.
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ACF2
'IMS - CICS
INTERFACES

LOGONID RECORD MAINTENANCE

- IMS USES STANDARD "ACF" COMMAND
- CICS PROVIDES FULL SCREEN SUPPORT

© Copyright 1983 SKK, Inc.

Revised: 10/18/84
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ACF2 BATCH
UTILITIES

AND

REPORTS FOR

LOGONID RECORDS



ACF2 SYNCH BATCH
PROCESSING UTILITY

-~ ACFBSYNC

* WHAT IS IT USED FOR?

. SYNCHRONIZE SYS1.BRODCAST DATASET WITH
ACF2 LOGONID DATABASE.

* INPUT SOURCES
. ACF2 LOGONID DATABASE

. USE OF PARM=
- ADD ONLY THOSE LOGONIDS WITH A PARTICULAR ATTRIBUTE

. SAVEREC OUTPUT FILE FROM ACFRPTSL UTILITY

. SYSUT1 LIST VIA DD* OR DATASET

© Copyright 1983 SKK, Inc.

4/1/82
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ACFRPTPW
INVALID PASSWORD/AUTHORITY LOG

IDENTIFIES ANY TIME A PERSON ATTEMPTS TO ACCESS THE SYSTEM
AND THAT ACCESS WAS DENIED BY ACF2,

ALSO IDENTIFIES IF A USER HAS LOGSHIFT PRIVILEGE AND ACCESSES
THE SYSTEM OUTSIDE OF SHIFT/TIME CONTROLS.

PROVIDES A REASON CODE TO INDICATE WHY THE ATTEMPT WAS
DENIED OR LOGGED. (ACF@INNN),

. SECURITY OFFICERS SHOULD MONITOR THIS REPORT FOR:
- EXCESSIVE INVALID PASSWORD VIOLATIONS
- INVALID PATH SUBMISSION OF RESTRICTED LOGONIDS

- OTHER SUSPICIOUS ACTIVITIES

© copyright 1983 SKK, Inc.
Revised: 1/23/84
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ACF2 UTILITY LIBRARY - ACFRPTPW - INVALID PASSWORD/AUTHORITY LOG - PAGE

ACFRPTPW - SAMPLE 0UTPUT

DATE 10/10/84 (84.284) TIME 08.05

DATE TIME LID JNAME SUBMIT'R SOURCE PROGRAM RC L CPU LAB
84.282 10/08 09.52 ADMMAN ADMMAN  P-LOGON LvV45D y SKK 1
84.283 10/09 10.56 AUDDGT AUDDGT P-LOGON LVATS L] SKK1
84.283 10/09 13.04 AUDMLK AUDMLK P-LOGON LV466 B SKK1
84.283 10/09 13.04 AUDMLK AUDMLK P-LOGON LV466 12 SKK1
84,283 10/09 13.05 AUDMLK AUDMLK P-LOGON LVl66 12 SKK1
84.283 10/09 13.05 AUDMLK AUDMLK P-LOGON LVi66 13 SKK 1
84.282 10/08 15.10 MSGLDH MSGLDH P-LOGON Lv4sT 12 SKK 1
84.282 10/08 15.10 MSGLDH MSGLDH P-LOGON Lvis7 12 SKK1
84.283 10/09 14.10 NPDLLV  NPDLLV  P-LOGON SRCTEST 12 SKK1
84.283 10/09 16.14 SDDBAD SDDBAD  P-LOGON LV463 y SKK1
84.282 10/08 15.13 SDTH SDTH P-LOGON LV4TY y SKK1
84.282 10/08 10.48 SSDBADO SSDBADO P-LOGON LV463 17 SKK1
84.283 10/09 12.17 SSDRJC SSDRJC  P-LOGON LvV420 12 SKK1
84.282 10/08 10.03 SSDTEC SSDTEC  P-LOGON Lv4T71 12 SKK1
84.282 10/08 10.03 SSDTEC SSDTEC P-LOGON LV4T1 12 SKK1
84.282 10/08 13.57 SSDTH!  SSDTH1 P-LOGON Lv4T4 12 SKK1
84.283 10/09 16.08 TSSBA TSSBA P-LOGON LV42F 4 SKK1
84.282 10/08 10.20 TSSFKH TSSFKH P-LOGON Lv4s52 12 SKK1
84.283 10/09 09.14 TSSFLS TSSFLS P-LOGON Lv423 12 SKK1
84.283 10/09 11.10 TSSJHB TSSJHB P-LOGON Lvi2B 12 SKK1
84.283 10/09 11.11 TSSJHB TSSJHB P-LOGON LV42B 12 SKK1
84.283 10709 11.11 TSSJHB TSSJHB P-LOGON LV42B 17 SKK1
84.282 10/08 09.21 TSSPDC TSSPDC P-LOGON Lva2y 13 SKK1
84.283 10/09 17.34 USRISO USRISO P-LOGON ALY 12 SKK1

NOTES :
P - INDICATES JOB SUBMITTED FROM STARTED TASK

(FOLLOWED BY STC PROCEDURE NAME),

*  BY PROGRAM NAME INDICATES PROGRAM APF AUTHORIZED
RC INDICATES REASON CODE, E.G.

4 LOGONID NOT FOUND

12 PASSWORD NOT MATCHED

13 LOGONID SUSPENDED FOR PASSWORD VIOLATIONS

17 PASSWORD HAS EXPIRED

© COPYRIGHT 1984 SKK, INC.
Revised: 10/10/84



, ACFRPTLL
LOGONID MODIFICATION LOG

. Uses ACF2 SMF RECORDS ISSUED FOR RECOVERY PURPOSES TO PROVIDE
AN UPDATE ACTIVITY REPORT FOR ACF2’s LOGONID DATABASE.

. UPDATES OCCUR FOR TWO REASONS:
- MAINTENANCE OF LOGONID DATABASE (NOUPDATE)
- JESX AND LOGON VALIDATION (UPDATE)

(© cCopyright 1983 SKK, Inc.
Revised: 10/10/84
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ACFRPTLL - SAMPLE OUTPUT

ACF2 UTILITY LIBRARY - ACFRPTLL - LOGONID MODIFICATION LOG - PAGE 1
DATE 10/10/84 (84.284) TIME 08.05 MASK(USR-),DETAIL

DATE TIME LOGONID JOBNAME CHANGER CHANGE CPU LAB USING

FIELD OLD VALUE NEW VALUE

84.282 10/08 09.51 USRTMS USRISO USRISO CHANGE SKKt
SECURITY NOSECURITY SECURITY

84.282 10/08 09.51 USRTMS USRISO USRISO CHANGE SKKt
JCL JCL JCL

84.282 10/08 09.52 USRTMS USRTMS USRTMS CHANGE SKK1
PASSWORD ---NON PRINTABLE--- ---NON PRINTABLE---

84.282 10/08 13.00 USRTMS USRTMS USRTMS CHANGE SKK1
MODE NOMODE MODE

84.283 10/09 10.29 USRTMS HERBTST HERBTST CHANGE SKK1
TSO-TRC NOTSO-TRC TSO-TRC
SECURITY SECURITY NOSECURITY

84.283 10/09 10.29 USRHAZ HERBTST HERBTST CHANGE SKK1
TSO-TRC NOTSO-TRC TSO-TRC

(:) Copyright 1984 SKK, Inc.

Revised:

10/17/84
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ACFRPTSL
LOGONID SUPERLIST REPORT

PROVIDES A LISTING OF ALL LOGONID RECORDS WHICH MATCH SELECTION
CRITERIA SPECIFIED IN JCL PARAMETERS.

ABILITY TO COPY OR SELECT AND PRINT LOGONID RECORDS IN LONG OR
SHORT FORMATS.

ALLOWS FOR FLEXIBLE REPORTING BASED ON THE 'IF’ PARAMETER.

ALLOWS FOR FLEXIBLE FIELD PRINTING AND EDITING.

C) Copyright 1983 SKK, Inc.
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ACFRPTISL - SAMPLE 0UTPUT

ACF2 UTILITY LIBRARY - ACFRPTSL - LOGONID SUPERLIST REPORT - PAGE 1
DATE 10/10/84 (84.284) TIME 14.43 SL SAMPLE
LOGONID NAME DATE TIME CHANGER SECURITY ACCOUNT

FII TR0 336 00 30 30 30 006 903038 3 3 38 3 30 38 3896 30 91 000000 3000 30 909 30 30 30 30 30 30 30 38 98 98 3530 90 00 20 98 3098 36 3 36 36 98 369 3696 36 36 36 96 3030 98 00 08 38 96 6 38 3% 3

ACF64001 USER REQUESTING REPORT - HERBTST - HERB TESTING ID
OUTPUT LIMITED TO ACF2 RECORDS WITHIN YOUR AUTHORITY AND SCOPE.
AUTHORITY: AUDIT USER

SCOPE: UID(-) DSN(-) LID(-)
SIS0 0T 3000 00000090 30030 300000 303 300003030 360000 2030 3000030 31000030 3000 000333000 090 0000 0000 03090 3030 38 3000 3 3690 0 0

ACFISO TEST LOGONID 09/28/84-13:33 YES YES
ACFSEC TEST SECURITY 09/28/84-13:33 YES NO

DOCISO TECH WRITING TEST 10/02/84-14:53 YES YES
HERBTST HERB TESTING ID 10/09/84-10:27 YES YES
NPDISO LARRY K. - ISO TEST 10/08/84-18:19 YES YES
SECOFF  #* SEC. OFFICER #  09/28/84-13:33 YES YES
SSDISO  SSDISO 10/02/84-13: 44 YES YES
TLCOO3  PEARL 09/28/84-13:33 YES YES
TLCOO6  KATHY 09/28/84-13:33 NO YES
TSSISO TSS SEC ID 10/10/84-11:41 YES YES
USRISO USR TEST ID 10/08/84-09:49 YES YES

© COPYRIGHT 1984 SXK, INC.
Revised: 10/10/84



ACFRPTCR
TSO COMMAND STATISTICS

. THIS REPORT WILL ONLY BE GENERATED IF

CMDREC 1s CODED IN THE OPTS GSO RECORD
_OR_
TSO-TRC 1S SET IN A USER’S [OGONID RECORD

. SHOWS THE VARIOUS RESOURCES USED IN A SINGLE TSO SESSION

. REPORTS THE VARIOUS PRIMARY TSO COMMANDS
NOTE: ALL SUBCOMMANDS WILL BE INCLUDED AS PART <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>